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PREVENTING CORRUPTION RISKS IN PUBLIC
ADMINISTRATION: FACTORS, STRATEGIES, AND SYSTEMATIC
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Abstract. The prevention of corruption risks in public administration has become a
pressing issue with dire consequences at both the national and global levels, necessitating
legislative and practical measures in the fast-paced world. This paper highlights various
risk factors, including individual, operational, external, internal, and systemic elements,
which contribute to corruption within public institutions. More importantly, the article
emphasizes the need to distinguish and clearly identify these risk factors for more effective
governance while also exploring the theoretical and practical implications of corruption risk
assessment. The study recommends a systematic approach for evaluating and managing
corruption risks, involving stages such as risk identification, analysis, and mitigation.
Additionally, the paper presents a range of strategies, such as enhancing the code of
conduct for state officials, improving transparency in public procurement, and reinforcing
budgetary accountability. By effectively managing these risks with sufficient resolve, public
trust in government institutions can be strengthened, ensuring better governance and the
targeted use of public resources.

Keywords: transparency, public procurement, public administration, criminal liability,
corruption risks, cooperation, public oversight

Introduction

Today, not only in our country but also
globally, the issue of preventing corruption
risks in public administration has become
increasingly  pressing, and relevant
measures are being implemented within
both national and international legislative
frameworks. Before addressing the issues
related to mitigating corruption risks in public

administration, it would be appropriate to
first consider the factors contributing to such
risks. In the context of scientific inquiry, a risk
factor refers to behaviors inclined towards
corruption, actions of a public official that do
not conform to laws or their official duties,
or the influence exerted by individuals,
organizations, or events that could impact
public administration. Moreover, risks
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and risk factors are akin to two sides of
the same coin, and they cannot be clearly
distinguished, as any risk may originate from
one or more risk factors, which can vary
significantly in their nature and essence [1].

Material and methods

This article makes use of qualitative
research methods, especially grounded
theory analysis, to identify and assess
corruption risks in public government all
over the world. The methodology of this
article makes up an in-depth examination
of current legal literature of foreign
countries associated with the identification
and evaluation of corruption risks, the
components of the approaches to corruption
risks, and the rigid strategies for bolstering
hands-on approaches to foster transparency
along with public trust in state governance
worldwide [2].

Throughout an all-around review and
analysis of current legal literature, this
study aims to enhance a comprehensive
understanding of corruption risks, their
significance, and the methods that can be
employed to modify legislation within the
legal domain. In a scene, this approach
allows for a thorough exploration of the
subject matter, providing valuable insights
into the understanding of drastic ramifications
of illicit corruption actions and contributing
to a deeper comprehension of assessing,
identifying, and eradicating corruption risks
in public administration [3].

Research results

In the realm of combating corruption on
a large scale, it should be noted that the
identification and elimination of corruption
risks in public administration do not follow
strictly defined rules, and certain stages and
structures of these approaches may vary.

Currently, various measures aimed
at preventing corruption risks in public
administration are being implemented
both locally and globally. However, these
practical measures demonstrate that
shortcomings and deficiencies still exist in
the system. In particular, to prevent and
eliminate the factors creating conditions

for corruption risks in public administration
and to develop effective measures
against them, | propose the following
recommendations that are vitally crucial to
implement:

- to prevent corruption risks in public
administration, promote the integrity,
honesty, and responsibility of officials in
line with the fundamental principles of the
national legal system.

- enhance and improve the code of
conduct for officials operating within public
administration to ensure they perform
their duties correctly, conscientiously, and
adequately.

- develop measures and systems
that require public officials to report any
corruption activities they become aware of
during the performance of their duties, and
introduce disciplinary, administrative, and
criminal liabilities into the legislation for
failing to report such crimes in the case of
conflicts of interest.

- from the perspective of preventing
corruption risks and corruption in general,

establish and improve appropriate
procurementsystems based ontransparency,
competition, and impartial criteria for

decision-making.

- regularly publish and ensure public
access to information related to tenders,
public procurement procedures, and
contracts, including calls for participation in
bids and details of concluded contracts.

- regulate the responsibilities of officials
in charge of public procurement in public
administration, set professional qualification
requirements, and consistently monitor their
activities [4].

These highlighted issues should be
thoroughly studied and implemented in
practice, and a monitoring system should be
developed to oversee their execution.

In addition to the aforementioned
suggestions, enhancing accountability in the
management of the state budget will also
be necessary to prevent corruption risks in
public administration and increase effective
measures against them. The actions to
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be taken in this regard are outlined in the
following proposals:

- approval procedures for the national
budget;

- timely submission of
expenditure reports;

- strengthening the system of accounting

income and

and audit standards and ensuring
transparency;
- improving the system of effective

internal control and risk management related
to the state budget;

- establishing civil and administrative
liabilities in accordance with the basic
principles of national law to ensure the
preservation of accounting books, records,
electronic databases, financial documents,
and other documents related to state
expenditures and revenues [5].

It is important to emphasize that the
prevention and eradication of corruption and
corruption risks are among the primary duties
of the state. To ensure the effectiveness
of efforts in this area, cooperation with
individual stakeholders and groups beyond
the public sector, such as civil society,
non-governmental organizations, and
community-based organizations, should be
considered.

Analysis of research results

Corruption risks and the factors that give
rise to them often seem to be identical, yet
they are distinct. We will endeavor to explain
this distinction as follows: a corruption risk
is the likelihood of engaging in corrupt
activities. If we consider corruption in public
administration as a whole, we can observe
that the presence of corruption risks serves
as the foundation for the manifestation of
this phenomenon. Additionally, corruption
risks emerge from several underlying
factors [6].

The efforts currently undertaken to
identify and eliminate corruption risks in
public administration affirm the practical
necessity of combating the root causes of
corruption, rather than merely addressing
the consequences of corruption-related
offenses [7].

It is worth noting that a number of
foreign scholars have put forward various
perspectivesontheidentification of corruption
risks in public administration. Specifically,
corruption risks are positioned at the initial
stages of corruption’s emergence, and
these risk factors are diverse conditions that
facilitate and foster corruption, as outlined
in Klitgaard’s corruption formula [8] (C = M
+ D — A - T, corruption equals monopoly
plus discretion minus accountability minus
transparency). In this case, Klitgaard has
a point here, as the five-letter description
plays a vital role in conveying the whole
understanding of corruption and the linkage
that is associated with illicit corruption-based
actions on the whole [9].

Although these formulas may be the
subject of certain debates, it remains
imperative to limit monopoly and discretion
within public sector processes while
ensuring extensive accountability and
transparency. Monopoly and discretion
should be partially or entirely unavoidable;
particular attention must be given to the
laws and regulations designed to prevent
their misuse. This formula sheds light on
the factors contributing to corruption risks.
Absolute authority in a particular domain,
discretionary power in that domain, lack of
accountability to anyone, exemption from
responsibility, and the unclear nature of
activities are all factors that contribute to
the risk of corruption [10]. This remains
evident even today. Structurally, the factors
underlying corruption risks can be observed
from various perspectives.

First, these are factors that may lead
to legal violations. In this regard, we can
identify two primary factors:

- factors that enable the emergence of
corruption;

- factors that facilitate the prolonged
persistence of corruption.

Second, based on the factors that
create conditions for the emergence of
corruption risks in public administration, as
noted above, we can classify them into the
following categories:
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- external and systemic risk factors
- these are factors of which organizations
and sectors are aware but are beyond their
control,

- internal structural and organizational
corruption factors - these are factors that
arise from the actions or inactions of
organizations and institutions, which are
within their control.

These include the established rules
and regulations for management, decision-
making, operational leadership, and other
internal policies that enable an organization
to achieve its objectives and fulfill its
responsibilities [11].

Individual Risk Factors: These pertain to
the factors that drive public officials in public
administration to commit corruption-related
offenses [12].

Operational Risk Factors: These include
risk factors arising from the operational
processes within  organizations [13].
Specifically, the aforementioned corruption
risk factors are presented based on general
conditions. In certain circumstances, it
becomes necessary to identify specific
corruption risk factors to effectively assess
corruption risks. That is my firm conviction
that it is essentially appropriate to implement
a system that clearly identifies the factors
contributing to corruption risks in public
administration. By following this approach,
it will be possible to determine which laws
in public administration are ineffective
or insufficiently developed, leading to
inefficiencies in the whole legislation as a
whole [14].

With the advancement of the theory of
corruptionriskfactorsin publicadministration,
practical attention to this matter has
also increased. Notably, in the Russian
Federation’s law “On combating corruption,”
adopted on December 25, 2006, it is stated
that “Factors contributing to the emergence
of corruption are the set of conditions,
events, or circumstances that create or
facilitate corruption offenses or lead to their
widespread occurrence.” These include
objective and subjective preconditions, the

establishment of excessively broad norms in
regulatory legal documents, discretion for law
enforcement officers, and the unwarranted
application of exceptions from general rules,
encompassing vague, onerous, and difficult-
to-implement demands imposed on citizens
and organizations, which thereby create
an environment conducive to corruption
and corruption-related risks. Additionally,
the protocol of the Russian Federation’s
Project Committee meeting, approved in
2017, highlights a list of factors contributing
to corruption [15]. According to this protocol,
the following corruption risk factors may
be encountered during the implementation
of tasks and functions by supervisory and
executive authorities:

- the absence or ambiguity of timelines,
conditions, or grounds for decision-making,
as well as the presence of overlapping
competencies and the possibility of
unjustifiably establishing exceptions for
citizens and organizations from general
procedures (lack or insufficiency of clear
grounds and criteria for decision-making);

- the ability to execute a potentially corrupt
scheme with minimal effort;

- a narrow circle of personnel required to
implement the corrupt scheme;

- numerous instances of implementing
corrupt schemes;

- insufficient, incomplete, or ineffective
internal controls [16].

It is crucial to emphasize that the
establishment of an effective corruption risk
assessment system in public administration
can lead to improvements in the correct
fulfillment of duties and functions, enhanced
public trust in government institutions, and the
targeted utilization of the state budget [17].

This, inturn, serves the interests of society,
as the assessment of corruption risks will help
officials to take control over the internal rules
of the body they manage, maintain order, and
ultimately avoid liability for the consequences
of corruption-related offenses [18]. If
corruption risks in public administration are
not managed, sooner or later, such risks will
lead organizations, projects, and processes
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into corrupt situations. If corruption occurs, it
will have a negative impact on the reputation,
finances, and other positive aspects of
that organization. Moreover, successfully
managing risks is a key tool in the anti-
corruption policy and provides an opportunity
for better understanding a specific situation
or context [19].

Conclusion

To conclude, the effective prevention
of corruption risks in public administration
is critical for ensuring transparency,
accountability, and efficient governance in
public government. Identifying and managing
corruption risks requires a thorough
understanding of both internal and external
factors contributing to corrupt behaviors of
state officials who hold special or entrusted
power in public government. This makes up
implementing an effective corruption risk
assessment system, which addresses the
root causes rather than merely mitigating the
consequences.

Promoting integrity among officials,
making strenuous and collaborative
effort with sufficient will, establishing
clear decision-making guidelines,

enhancing transparency in procurement,
and fostering collaboration with non-
governmental entities are essential steps
and these imperative approaches act
as a catalyst for the growth of integrity,
transparency along with the trust of the
people in laws and regulations that were
stipulated in the legislation to root out
corruption-related offenses and eliminate
corruption risks and catastrophic results
which have been putting unprecedented
strain on democracy and resulting in
drastic ramifications in every region of the
globe in state governance. Ultimately, a
sweeping approach, consisting of rigorous
internal controls and international best
practices, is needed to lessen corruption
risks and bolster public trust in government
institutions as a whole.
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