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Abstract. This article examines the signifi cance and application of ethical principles 
in digital investigations. The rapid development of information technologies and the 
increasing reliance on digital evidence have created new ethical challenges relating to 
the collection, analysis, preservation, and use of digital information. Particular concerns 
include the protection of privacy and personal data, the accuracy and objectivity 
of information, and the safeguarding of individual rights throughout investigative 
processes. In Uzbekistan, the ongoing modernisation of investigative practices has been 
accompanied by the development of legal provisions concerning information security, 
personal data protection, and the ethical conduct of law-enforcement offi  cials. However, 
the application of these provisions in digital environments continues to present practical 
and regulatory challenges. Drawing on international standards and selected foreign 
practices, the study examines ethical approaches to digital investigations and places 
particular emphasis on personal data protection. The analysis indicates that the existing 
codes of ethics applicable to Uzbek law-enforcement agencies and judicial authorities 
do not fully address the specifi c characteristics and risks of digital investigations. The 
article therefore argues for the development of specialised ethical standards governing 
the collection, preservation, verifi cation, evaluation, and use of digital evidence. Such 
standards are essential for strengthening legality, transparency, accountability, and the 
protection of fundamental rights in digital investigations.
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Introduction 
The contemporary phase of digital transformation in Uzbekistan commenced with 

the adoption of the national development programme “Digital Uzbekistan–2030”, which 
identified digitalisation as one of the country’s strategic priorities. The implementation of 
this policy has been accompanied by a substantial expansion of digital infrastructure and 
connectivity. According to recent statistical data, approximately 32.7 million people were 
using the Internet in Uzbekistan in early 2025, representing nearly 89% of the country’s 
population. Moreover, data published by the National Statistics Committee indicate 
that the share of the population using the Internet increased further to 94.2% during 
January–August 2025. These indicators demonstrate the unprecedented scale of digital 
transformation and confirm that digital technologies have become an indispensable 
component of social, economic, and administrative life in the country.

The rapid expansion of digital technologies is not unique to Uzbekistan and reflects 
a broader global trend characterised by the increasing reliance on data-driven services 
and digital platforms (Astanov & Khamidov, 2021, p. 265). The emergence of online 
labour markets, electronic payment systems, and digital public services has significantly 
increased the ability of both public authorities and private entities to collect, process, 
monitor, and utilise information relating to individuals. Consequently, personal data has 
become a strategic resource with substantial economic, administrative, and social value.

At the same time, the widespread use of digital technologies has generated a number 
of complex ethical and legal challenges. The digital environment increasingly creates 
situations in which competing interests must be carefully balanced. On the one hand, 
constitutional guarantees relating to privacy, personal autonomy, and the protection of 
personal data require effective legal safeguards. On the other hand, state institutions and 
private organisations have legitimate interests in the use of digital information for purposes 
such as public administration, economic activity, and security. The interaction between 
these competing interests frequently gives rise to conflicts that cannot be resolved solely 
through traditional legal mechanisms.

In this context, ethics performs an important regulatory function by providing normative 
principles capable of balancing competing rights and interests. Ethical standards 
contribute to ensuring fairness, confidentiality, equality, accountability, and transparency 
in the processing and use of digital information, thereby complementing formal legal 
regulation and addressing issues that are insufficiently covered by existing legislation.

The influence of digital transformation is particularly evident within the sphere of law 
enforcement and criminal justice. The growing reliance on digital technologies in investigative 
activities has fundamentally altered the manner in which information is collected, preserved, 
analysed, and presented as evidence. These developments have created new forms of legal 
relationships within digital environments and have raised previously unknown ethical and 
procedural questions concerning privacy, data protection, and the integrity of digital evidence.

Given the relatively limited practical experience of legislators and practitioners in 
addressing these challenges, there is an increasing need for comprehensive theoretical 
research and comparative legal analysis. The examination of international standards and 
advanced foreign practices may therefore provide valuable methodological guidance for 
developing an effective regulatory and ethical framework capable of responding to the 
realities of digital investigations and the broader process of digital transformation.

Methods
This study aimed to identify and systematise the ethical principles applicable to digital 

investigations and to examine their legal and criminological foundations on the basis of 
national legislation, international standards, and selected foreign practices.
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The study examined key ethical principles governing digital investigations, including 
respect for privacy, personal data protection, legality, proportionality, transparency, 
accountability, professional ethics, and impartiality. Particular attention was paid to the 
theoretical and practical challenges associated with balancing the protection of human 
rights with legitimate public-security interests in the collection, preservation, examination, 
and use of digital evidence.

The analysis covered relevant international standards and professional guidelines, 
including ISO/IEC 29100:2011, Information Technology — Security Techniques — Privacy 
Framework, the ACPO Good Practice Guide for Digital Evidence, and the PRECEPT 
framework, as well as selected foreign legal and regulatory approaches to digital forensics 
and personal data protection. The legislation of the Republic of Uzbekistan concerning 
personal data protection, informatisation, operational-search activities, and criminal 
procedure was also systematically examined from the perspective of ethical requirements 
applicable to digital investigations.

The study employed a combination of general scientific and specialised legal research 
methods. The dialectical method was used to examine the impact of technological 
development on investigative practices; the system-structural method was applied to 
analyse ethical principles as an integrated conceptual framework; and the formal-legal 
method was used to interpret relevant national and international legal and regulatory 
instruments. The comparative legal method enabled the comparison of Uzbekistan’s legal 
framework with selected foreign approaches and international standards. In addition, 
methods of logical analysis and synthesis were used to identify relationships among 
ethical principles and their conceptual foundations, while content analysis was employed to 
examine relevant academic literature, international standards, and professional guidelines.

The methodological framework of the study was based on the primacy of human 
rights, the protection of personal data, legality, proportionality, accountability, and 
professional ethics. The object of the study comprised the social and legal relations arising 
in the course of digital investigations, particularly those associated with the identification, 
collection, preservation, examination, and use of digital evidence. The subject of the 
study encompassed the ethical principles applicable to digital investigations, their legal 
and criminological content, and the organisational and legal mechanisms governing their 
practical implementation.

Results
Ethical Issues in Digital Investigations
The analysis demonstrates that interactions between individuals, institutions, and 

society are governed not only by legal norms but also by ethical principles and moral 
standards. Ethical norms are based on values such as mutual respect, trust, fairness, 
responsibility, integrity, and social solidarity. Unlike legal norms, ethical standards may 
also apply to areas of social interaction that are not directly or comprehensively regulated 
by law. At the same time, ethical principles can provide a conceptual and normative 
foundation for the development and interpretation of legal rules (Khamidov & Askerov, 
2023, pp. 917–920).

The findings further indicate that ethical considerations have become increasingly 
important in digital environments. Digital transformation has affected interpersonal 
communication, economic activity, public administration, and law-enforcement practices, 
creating new forms of interaction and generating ethical challenges associated with the 
collection, processing, storage, and use of digital information.

One of the principal ethical issues identified in the context of digital investigations is the 
protection of personal data. Investigative authorities may process extensive amounts of 
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sensitive information, including identification and contact data; financial and employment 
information; authentication credentials; biometric, genetic, and health data; geolocation 
and telecommunications data; information concerning criminal records; photographs 
and video recordings; behavioural and profiling data; and information revealing racial or 
ethnic origin, religious or philosophical beliefs, trade union membership, gender identity, 
or sexual orientation. Such information requires enhanced protection because its 
unauthorised disclosure or misuse may expose individuals to identity theft, financial fraud, 
extortion, blackmail, discrimination, and other forms of harm.

The analysis of Uzbekistan’s legal framework indicates that the adoption of the Law 
of the Republic of Uzbekistan On Personal Data represented an important step towards 
strengthening the protection of personal information. At the same time, the application of 
personal-data protection principles in the context of criminal investigations and other law-
enforcement activities raises specific legal and ethical questions. These concerns are 
particularly significant where investigative authorities process sensitive information for 
purposes related to crime prevention, operational-search activities, criminal proceedings, 
and other law-enforcement functions.

The findings also demonstrate that the increasing use of digital technologies in crime 
prevention, criminal investigations, and judicial proceedings has expanded the range of 
ethical considerations relevant to criminal justice. The digitalisation of investigative bodies 
and courts, together with the growing use of technologically assisted methods in criminal 
proceedings (Toshev & Murodkosimov, 2023, pp. 162–175), reinforces the need for 
ethical standards capable of addressing the specific characteristics of digital evidence and 
investigative technologies.

Existing general principles of professional ethics remain relevant to digital 
investigations; however, their application to digital environments requires consideration 
of the distinctive characteristics of digital information. These include the scale and speed 
of data collection and processing, the persistence and replicability of digital traces, 
cross-border information flows, the processing of large volumes of personal data, and 
the increasing use of automated and algorithmic technologies. Consequently, effective 
decision-making in digital investigations requires not only compliance with legal rules but 
also professional competence, ethical judgement, proportionality, and an understanding of 
the technological processes involved.

Taken together, the analysis identifies several core ethical considerations that should 
underpin digital investigations: legality, proportionality, privacy and personal-data protection, 
professional competence, impartiality, transparency, accountability, confidentiality, and the 
preservation of digital evidence integrity. These principles provide a basis for balancing the 
legitimate objectives of law enforcement with the protection of fundamental rights and for 
developing a more coherent ethical framework for digital investigations.

Discussion
The establishment of an effective regulatory framework for digital investigations 

requires the formulation of clear ethical principles governing the handling of digital 
evidence. Such principles are essential for reducing the risks associated with the 
acquisition and use of digital information, enhancing transparency and accountability in 
investigative activities, and ensuring that decisions are based on scientifically validated 
methods and reliable technological tools. An appropriate ethical framework also 
contributes to protecting individual privacy by limiting access to information that has no 
evidentiary relevance to a criminal investigation.

The findings of the empirical survey conducted as part of this study indicate that a 
substantial majority of respondents (66%) support the exclusion of personal information 
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unrelated to the subject matter of an investigation from criminal case materials. This 
position is consistent with international practices aimed at preventing the unnecessary 
disclosure of personal data during digital investigations (Dehghantanha & Franke, 2014, 
pp. 129–138). Some scholars have also advocated the partial automation of investigative 
procedures as a means of minimising human access to sensitive personal information and 
thereby strengthening privacy protection.

Privacy and Ethical Handling of Digital Evidence
From an ethical perspective, the handling of digital evidence requires professional 

standards governing the conduct of experts, investigators, prosecutors, and judicial 
authorities throughout the collection, preservation, examination, and assessment of such 
evidence. Unlike traditional evidentiary procedures, digital investigations operate within a 
technologically complex environment and therefore present distinctive ethical challenges 
arising from the specific characteristics of digital information and electronic systems.

Digital evidence may contain highly sensitive information. Consequently, law-
enforcement authorities face considerable challenges in maintaining objectivity and 
impartiality during its collection and analysis. The examination of extensive datasets, 
the use of open-source intelligence, the integration of artificial intelligence tools, and the 
extraction and preservation of data from digital devices require investigators and forensic 
specialists to demonstrate not only advanced technical competence but also a high degree 
of professional responsibility. In many jurisdictions, these issues are addressed through 
specialised ethical guidelines and professional codes of conduct.

International practice places particular emphasis on the manner in which digital 
evidence is obtained, preserved, and verified for use in judicial proceedings. Courts may 
require prosecuting authorities to explain and demonstrate the methods by which digital 
evidence was collected and preserved (Astanov & Khamidov, 2021, pp. 259–278). The 
purpose of this approach is to promote procedural fairness, transparency, and the integrity 
of judicial decision-making. Accordingly, investigators, prosecutors, and forensic experts 
should be prepared to demonstrate the reliability and authenticity of digital evidence 
presented before a court and should avoid unsupported or speculative interpretations of 
digital data.

Effective legal oversight is an important mechanism for ensuring compliance with 
legal and ethical standards. In the absence of adequate oversight, the risk of unlawful 
conduct by law-enforcement authorities may increase (Balogun & Zuva, 2017, pp. 55–
69). Preventing unethical behaviour and procedural violations in digital investigations 
therefore requires the clear definition of ethical obligations and professional responsibilities 
applicable to digital environments (Nikkel, 2014, pp. 249–251).

Another essential element of digital investigations is maintaining trust among 
participants in criminal proceedings and the wider public. Public confidence in investigative 
activities depends, among other factors, on the perceived security, reliability, and 
proportionality of the technological measures employed by law-enforcement agencies. 
The present study therefore examined international instruments and selected practices 
developed in the United States, the United Kingdom, and European jurisdictions 
concerning the protection of personal data during police investigations and judicial 
proceedings (Khamidov, 2021, pp. 91–97).

International Principles of Digital Investigations
Particular attention should be paid to the work of Ferguson, Renaud, Wilford, and Irons 

on ethical principles applicable to digital investigations (Ferguson et al., 2020). Drawing 
on the Core Investigative Doctrine (CENTREX, 2015), the Criminal Procedure and 
Investigations Act, and the Association of Chief Police Officers (ACPO) *Good Practice 
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Guide for Digital Evidence*, these scholars formulated principles intended to promote the 
legality, reliability, and ethical integrity of digital investigative activities. These principles 
can be grouped into several interconnected dimensions, including privacy protection, 
procedural transparency, accountability in decision-making, evidentiary reliability, and 
public trust. Their appropriate adaptation may contribute to the further development of 
digital investigative practices in Uzbekistan and to the establishment of a coherent ethical 
framework for the use of digital evidence.

A comparative analysis of international standards governing digital investigations 
reveals a relatively coherent set of principles developed through legislation, professional 
guidelines, and investigative practice. Relevant instruments include the Criminal 
Procedure and Investigations Act (CPIA), the Core Investigative Doctrine (CENTREX), and 
the ACPO Good Practice Guide for Digital Evidence.

These standards generally require investigators to conduct thorough investigations, 
identify and examine potentially relevant circumstances, maintain appropriate records of 
information obtained during the investigative process, and identify persons or entities that 
may possess information relevant to the case.

International guidance also emphasises the need to distinguish sensitive material 
from other evidentiary information. Such material should be properly documented and 
preserved while being clearly identified and handled in accordance with enhanced 
confidentiality requirements. Investigators may also be required to preserve intangible or 
volatile information, including digital data that may not exist in a permanent or immediately 
accessible form.

Another important principle concerns the disclosure and retention of information. 
Investigators are expected to provide prosecutors with appropriate records of the 
information collected and to preserve evidentiary materials regardless of whether they 
support the prosecution or the defence. In accordance with the principle of equality of arms, 
accused persons should also be afforded an opportunity to inspect information relevant to 
their defence, subject to lawful restrictions relating to confidentiality and the public interest.

International standards also place considerable emphasis on professional competence. 
Individuals responsible for digital investigations should possess the technical expertise and 
professional skills necessary to collect, interpret, and present digital evidence in a reliable 
and scientifically sound manner. The integrity of information is equally fundamental. 
Procedures involving digital evidence should therefore preserve the authenticity, 
completeness, and reliability of information throughout its life cycle.

The principles governing digital investigations provide investigators with a general 
framework for operating in technologically complex environments. Rather than prescribing 
rigid procedural rules, they establish standards intended to promote the integrity, reliability, 
and accountability of investigative processes involving digital information.

Particular attention should also be given to the involvement of third parties in 
preserving digital evidence. Where potentially relevant information is held by external 
entities, including communication service providers and other intermediaries, investigators 
may need to take timely measures to prevent its loss or alteration. Such measures may 
include notifying data custodians, issuing preservation requests, and initiating appropriate 
legal procedures to secure access to the information.

Similarly, where relevant information has not yet been recorded in a permanent 
or readily accessible format, investigators should ensure that it is properly extracted, 
preserved, and documented. Every action performed on digital evidence should also 
be documented through an audit trail or comparable mechanism. Such documentation 
enables independent experts and judicial authorities to verify the procedures employed 
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and, where appropriate, reproduce the results obtained during the examination of digital 
evidence (Van Staden, 2013, pp. 19–31).

The protection of human rights in digital investigations is closely associated with 
safeguarding personal data and informational privacy. Given the substantial amount 
of sensitive information that may be processed during such investigations, investigators 
should exercise a high degree of diligence in maintaining confidentiality and preventing 
unauthorised access to personal information. In this regard, the privacy principles reflected 
in ISO/IEC 29100 provide a useful methodological framework for balancing legitimate 
investigative interests with the protection of individual privacy rights.

Comparative analysis also demonstrates that the handling of personal data requires 
digital forensic specialists to possess not only technical expertise but also a thorough 
understanding of privacy principles, data protection requirements, and the legal rights and 
obligations associated with the collection, processing, storage, and disclosure of personal 
information. Professional competence in digital investigations therefore increasingly 
encompasses ethical and legal literacy in addition to technical skills.

The literature on digital investigative ethics has been influenced by the work of 
Ferguson, Renaud, Wilford, and Irons, who proposed a set of core principles for 
investigative activities in digital environments (Ferguson et al., 2020). These principles 
provide an ethical framework aimed at promoting the legitimacy, transparency, and 
accountability of digital investigations. Their practical application, however, necessarily 
depends on the characteristics of national legal systems and procedural traditions.

This consideration is particularly relevant to civil-law jurisdictions, including the Republic of 
Uzbekistan. In such legal systems, ethical requirements applicable to investigative activities 
may be incorporated directly into legislation and regulatory acts rather than being established 
exclusively through professional guidelines or internal codes of conduct. Consequently, 
adapting internationally recognised ethical principles to the national context requires careful 
consideration of existing legislation, procedural guarantees, and institutional practices.

Professional Ethical Standards in Digital Forensics
The regulation of digital investigative ethics is not confined to a single international 

instrument or professional body. International organisations, law-enforcement agencies, 
and professional associations have developed various ethical standards and practical 
guidelines governing the collection, preservation, analysis, and presentation of digital 
evidence. Although these frameworks differ in their institutional origins, scope, and specific 
objectives, they share several common elements, including the protection of fundamental 
rights, preservation of evidential integrity, procedural transparency, professional 
competence, and accountability.

The experience accumulated by these organisations may be valuable for improving 
investigative methodologies in cases involving unauthorised access to computer 
information and other cyber-enabled offences. Their recommendations can provide 
theoretical and practical guidance for developing national standards for digital 
investigations and may contribute to improving investigative practices, professional 
training, and regulatory frameworks in Uzbekistan.

A comparative review of professional organisations involved in digital forensics and 
cyber investigations indicates differences in the scope and complexity of their ethical and 
professional standards. Some organisations have adopted relatively concise frameworks 
establishing fundamental standards of professional conduct, while others have developed 
more extensive requirements covering professional responsibility, evidence-handling 
procedures, confidentiality, professional competence, certification, evidence integrity, 
privacy protection, and accountability.
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Despite differences in the structure and scope of these professional standards, a 
common tendency is the increasing institutionalisation of ethical requirements in digital 
investigations. Such standards are intended to promote the reliability of digital evidence, 
maintain public confidence in investigative processes, protect fundamental rights and 
freedoms, and establish clear professional responsibilities for specialists involved in 
collecting, examining, and presenting digital evidence.

A fundamental question arising from comparative studies of digital investigative ethics 
is whether internationally recognised ethical principles can be directly incorporated into 
national legislation and investigative practice. The findings of this study suggest that the 
uncritical transplantation of foreign ethical frameworks into domestic legal systems may 
not always produce the intended outcomes, as their effectiveness depends substantially 
on the institutional and legal context in which they operate.

In Uzbekistan, the direct incorporation of foreign ethical standards governing digital 
investigations requires particular caution. In some foreign jurisdictions, investigative and 
forensic activities are not performed exclusively by public authorities; private forensic 
experts and commercial entities may also perform relevant functions on the basis of 
contractual relationships. Under such circumstances, ethical obligations may extend 
beyond public accountability to include responsibilities towards clients, professional 
associations, and contractual partners. Principles such as client confidentiality and 
professional independence may therefore occupy a more prominent position in these 
frameworks than in systems where investigative functions remain predominantly within the 
competence of public authorities.

These differences demonstrate that the development of ethical standards for digital 
investigations in Uzbekistan should not be based solely on the direct reception of foreign 
models. Instead, it should involve an analysis of existing legislation, the identification of 
regulatory gaps, and the careful adaptation of relevant international practices to the 
characteristics of the national legal system and criminal justice framework.

Ethical Governance of Emerging Investigative Technologies
The responsible use of emerging technologies in law enforcement requires a 

coherent set of ethical principles. These principles may include legality, accuracy, 
openness and transparency, good governance, fairness, and accountability. Legality 
requires technological measures and investigative techniques to have an appropriate 
legal basis and comply with the rule of law. Accuracy requires the reliability, 
completeness, and correctness of digital information and analytical results. Openness 
and transparency require appropriate disclosure concerning the methods and 
technologies employed, subject to legitimate confidentiality and security restrictions. 
Good governance requires technological systems to be integrated into institutional 
oversight and risk-management mechanisms. Fairness requires the avoidance of 
unjustified discriminatory effects and respect for fundamental rights and procedural 
guarantees. Accountability requires institutions and responsible officials to be able 
to justify relevant decisions and accept responsibility for the consequences of the 
technologies they employ.

The detection and investigation of cyber-enabled offences increasingly involve 
advanced digital technologies. Digital data and electronic information now play an 
important role in establishing, verifying, and interpreting evidence in criminal proceedings. 
Technologies such as artificial intelligence, biometric systems, data analytics, cloud 
computing, the Internet of Things, and other digital tools may enhance the ability of law-
enforcement agencies to process and analyse large volumes of information and support 
evidence-based decision-making.
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At the same time, the implementation of such technologies requires clearly defined 
ethical and operational standards. Ethical principles should be supported by appropriate 
procedural requirements to promote consistency, accountability, and legal certainty. The 
principle of accuracy is particularly important in this regard.

From the perspective of ethical governance, accuracy extends beyond the correctness 
of technological outputs. Investigative authorities should ensure that a technological 
solution corresponds to a legitimate operational need and is proportionate to its intended 
purpose. Information systems, algorithms, and datasets should be subject to appropriate 
evaluation and auditing to assess their accuracy, reliability, continued validity, and 
potential for biased or discriminatory outcomes. Where algorithmic systems are used, 
appropriate levels of transparency and technical explainability should also be ensured.

Law-enforcement officials should possess the competence necessary to understand, 
use, and critically evaluate technological tools in conjunction with their professional 
expertise. They should also be able to identify and mitigate risks arising from inaccurate 
predictions, erroneous matches, biased outputs, or technological failures. Effective 
governance further requires clear criteria for creating and maintaining datasets and watch 
lists, particularly where information obtained from multiple organisations is integrated into a 
common system.

Data quality is another essential component of accuracy. Investigative authorities 
should establish mechanisms to ensure that datasets are sufficiently complete, reliable, 
collected for legitimate purposes, and regularly reviewed and updated in accordance with 
applicable data-retention requirements. Similar safeguards should apply to information 
obtained from third parties, including procedures for assessing the quality and relevance of 
externally sourced data.

The effective use of digital technologies also depends on the professional training of 
their users. Training programmes should develop competence in maintaining data integrity 
and quality, interpreting analytical outputs accurately, understanding the phenomenon of 
algorithm aversion, and recognising potential injustices arising from inappropriate reliance 
on technological decisions or outputs.

Ethical Frameworks for Digital Investigations in Uzbekistan
The present study also examined ethical frameworks applicable to law-enforcement 

agencies and courts in Uzbekistan. The findings indicate that these institutions have 
adopted various ethical standards and codes of conduct. However, the analysis suggests 
that existing frameworks primarily establish general ethical principles and do not provide 
sufficiently detailed guidance concerning the collection, preservation, verification, and 
evaluation of digital evidence. The absence of clearly defined operational requirements and 
implementation mechanisms may contribute to inconsistent approaches to digital evidence 
management and limit the practical effectiveness of ethical regulation in digital investigations.

A comparative analysis of the ethical frameworks applicable to law-enforcement 
agencies in Uzbekistan demonstrates a considerable degree of consistency among 
the principles adopted by different institutions. Legality and respect for citizens’ rights, 
freedoms, and legitimate interests occupy an important place in these frameworks, 
reflecting the requirement that law-enforcement activities comply with constitutional 
guarantees and fundamental human rights.

Principles relating to fairness, honesty, impartiality, professional responsibility, 
and commitment to public service also contribute to a common ethical foundation for 
law-enforcement activities. At the same time, differences among institutional ethical 
frameworks may remain in relation to specific matters, including personal responsibility, 
conflicts of interest, transparency, and accountability.
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These differences indicate that, despite the existence of common ethical values across 
law-enforcement institutions, the regulatory framework may lack uniformity in certain areas 
relevant to digital investigations. Such inconsistencies can complicate the development of 
a coherent ethical framework, particularly in relation to accountability and the management 
of conflicts of interest during the collection, preservation, examination, and assessment of 
digital evidence.

The analysis further indicates that existing ethical frameworks may not define with 
sufficient precision the scope and mechanisms for implementing ethical principles in digital 
environments. This limitation becomes particularly important in digital investigations, where 
the collection, processing, examination, and assessment of digital evidence require clear 
ethical guidance and well-defined professional responsibilities.

Differences may also arise between the ethical principles applicable to investigative 
bodies and those governing judicial authorities. Within the judicial system, the 
administration of justice is guided by principles such as judicial independence, fairness, 
equality, impartiality, integrity, and professional competence. These principles are intended 
to protect the integrity of judicial decision-making, maintain public confidence in the courts, 
and safeguard the rights and legitimate interests of participants in legal proceedings.

The divergence between the ethical frameworks applicable to investigative bodies 
and courts may create practical and methodological challenges in the handling of digital 
evidence. Judicial principles place considerable emphasis on independence, equality, 
impartiality, and professional competence, while ethical standards governing investigative 
authorities must also adequately address technological accuracy, transparency, 
accountability, and procedural safeguards associated with the use of digital evidence.

The absence of a harmonised ethical framework may therefore contribute to 
inconsistent approaches to the collection, preservation, examination, and evaluation of 
digital evidence at different stages of criminal proceedings. Such inconsistencies may 
affect the reliability and admissibility of digital evidence and create difficulties in ensuring 
procedural fairness, transparency, and the effective protection of fundamental rights. 
Accordingly, there is a need to develop a coherent system of ethical principles specifically 
adapted to digital investigations and applicable, where appropriate, across the institutions 
involved in the administration of criminal justice.

Conclusion
Despite the rapid digitalisation of public administration and criminal justice, the 

existing legal and ethical framework in Uzbekistan does not yet fully address the specific 
challenges associated with digital investigations. The implementation of the national 
digital transformation agenda, particularly the Digital Uzbekistan–2030 Strategy, therefore 
requires the development of legal and ethical mechanisms capable of responding to the 
distinctive characteristics of digital evidence and investigative technologies. The expansion 
of digital investigative practices necessitates not only technological modernisation but 
also a coherent ethical framework governing the collection, preservation, processing, 
examination, and use of digital information.

The findings of this study support several conclusions. First, the integration of digital 
technologies into investigative activities raises interconnected legal, ethical, organisational, 
and technical challenges that cannot be addressed solely through traditional legal 
regulation. The handling of digital evidence and the use of technologically assisted 
investigative methods require specialised expertise and a multidisciplinary approach. 
Ethical principles should therefore be regarded as an integral component of the regulatory 
framework governing digital investigations, particularly in relation to legality, proportionality, 
privacy, accountability, professional competence, and the protection of fundamental rights.
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Second, the analysis indicates that existing ethical frameworks do not provide 
sufficiently detailed guidance for addressing the specific challenges associated with digital 
evidence. In the absence of clear ethical and procedural standards, investigators and 
other criminal justice professionals may be required to rely extensively on professional 
judgement when resolving practical issues concerning the collection, preservation, 
examination, and evaluation of digital evidence. This may contribute to inconsistent 
practices and increase the risk of using methods that lack adequate transparency, 
accountability, or scientific validation.

Third, clearly defined ethical standards are essential for ensuring transparency and 
accountability in digital investigations. Appropriate procedural and ethical requirements 
should facilitate the independent verification and review of investigative methods and 
findings, strengthen the reliability and integrity of digital evidence, and contribute to 
procedural fairness in criminal proceedings. Particular attention should be paid to the 
protection of personal data, the preservation of evidential integrity, and the documentation 
of actions performed on digital evidence.

Fourth, the comparative analysis demonstrates the value of adapting internationally 
recognised principles and best practices to the specific characteristics of Uzbekistan’s 
legal system and criminal justice framework. Such adaptation should not consist of the 
direct transplantation of foreign models. Instead, relevant international approaches should 
be assessed in light of national legislation, institutional structures, procedural guarantees, 
and investigative practices. Existing codes of ethics applicable to law-enforcement 
authorities should accordingly be supplemented, where necessary, with principles 
addressing professional competence, transparency, accountability, data protection, 
technological accuracy, and the responsible use of digital technologies.

Finally, digital investigations should be governed by ethical requirements specifically 
adapted to the nature of digital evidence. These requirements should include legality and 
proportionality in the use of investigative technologies; the comprehensive and objective 
examination of digital information; the exclusion or appropriate protection of personal data 
that is irrelevant to the investigation; reliance on verifiable evidence when formulating 
conclusions; the preservation of data integrity, authenticity, and confidentiality; appropriate 
documentation and auditability of investigative procedures; and transparency and 
accountability throughout the digital evidence life cycle.

Taken together, these findings demonstrate that a coherent ethical framework for 
digital investigations is essential for ensuring the lawful, proportionate, transparent, and 
scientifically sound use of digital technologies in criminal justice. Such a framework would 
strengthen the protection of fundamental rights and personal data, improve the reliability and 
integrity of digital evidence, and enhance public confidence in digital investigative practices.
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