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Abstract. This article analyzes the scientifi c and theoretical aspects of electronic 
evidence in the investigation of cyberbullying crimes. It covers the concept of 
cyberbullying, its manifestations in the modern digital environment, and the role of 
electronic evidence in identifying and proving this type of crime. It also examines the 
specifi c characteristics of electronic evidence, problems that arise in the process of 
collecting, storing, and evaluating it. During the study, the main types of electronic 
evidence encountered in cyberbullying-related crimes are identifi ed and their importance 
in the investigation process is justifi ed. Practical problems that arise when working with 
electronic evidence are analyzed and the theoretical foundations for their elimination are 
highlighted. The results of this study serve to further understand the role and importance of 
electronic evidence in the eff ective investigation of cyberbullying crimes.

Keywords: cyberbullying, electronic evidence, digital forensics, investigative process, 
social media, IP address, metadata, log fi les, cybercrime, evidence evaluation  

Introduction
In the current era of globalization and the rapid development of digital technologies, 

almost all spheres of social life are closely connected with the Internet and information and 
communication technologies. Digital technologies, the World Wide Web, and the artifi cial 
intelligence network are developing rapidly. These factors, which are contributing to the 
growth of social life to a new level, are creating broad opportunities. At the same time, 
these processes are causing the growth of new forms of off enses, in particular, crimes 
committed in virtual space. One of such crimes is cyberbullying, which manifests itself in 
the form of humiliation, intimidation, defamation, or psychological pressure on a person 
using information technologies. 

A unique aspect of cyberbullying crimes is that they are often committed through 
anonymous user accounts, the off ender and the victim may be located in diff erent 
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countries, and there is a high probability that the information related to the crime will be 
deleted or changed in a short time. These factors make it exceptionally difficult to identify 
the offender and prove their guilt. Consequently, electronic evidence, such as social media 
correspondence, private messages, IP addresses, metadata, and audiovisual files, becomes 
the primary tool for investigating and proving cyberbullying crimes. Therefore, an effective 
solution to the problem of cyberbullying is directly linked to the ability to identify, preserve, 
and assess electronic evidence. Before examining this issue in greater detail or defining the 
scientific framework of the investigation, it is necessary to first define the term ‘cyber’:

Cyber is a term that refers to any technological tool or phenomenon related to 
computers, networks, and digital data. It is used in all areas related to the digital world and 
is closely related to processes that occur in virtual environments (Bandler, 2024).

Cyberbullying is the intentional, repeated, and negative behavior towards a person 
through digital information and communication media, such as threatening, insulting, 
defaming, or damaging their reputation. It occurs in technological tools – social networks, 
messengers, mobile applications, and online platforms. Also, its main essence is to 
expose the victim to negative consequences in terms of mental health, self-awareness, 
and social relationships. It is worth noting that the phenomenon of cyberbullying is 
characterized by its own negative characteristics, and unlike traditional bullying, it leaves a 
digital mark and occurs in the global information space (Bodova, 2025). 

The Resolution of the President of the Republic of Uzbekistan “On measures to protect 
the rights of consumers of digital products (services) and strengthen the fight against 
crimes committed using digital technologies” also stipulates the organization of scientific 
and research activities to combat crime in the field of digital technologies. This resolution 
also indicates the relevance of the issue covered in the article.

According to UNICEF, cyberbullying is a set of behaviors that are intended to 
repeatedly harm, intimidate, or embarrass others through social media, instant messaging, 
or other online environments. Such behaviors include spreading misinformation, sending 
threatening or abusive messages, disclosing personal information, or damaging the 
victim’s online reputation (UNICEF, 2025).

Cyberbullying crimes are mainly committed through social networks, messengers and 
other digital platforms. The peculiarity of these crimes is that they are often committed 
secretly, through anonymous accounts, and the process of identifying and corroborating 
evidence is more complicated than in traditional crimes. Therefore, electronic evidence 
is of great importance as a primary means of proof in the investigation of cyberbullying 
crimes.

According to the Ministry of Internal Affairs and the Center for Cybersecurity, the 
number of crimes committed in cyberspace has increased fourfold in the last 3 years. The 
saddest thing is that about 65-70 percent of victims of cyberbullying are minors and young 
people. Global research by UNICEF confirms this, showing that one in three Internet users 
has been subjected to cyberbullying.

These figures prove that cyberbullying is not just a moral issue, but a serious criminal 
and legal phenomenon that threatens the mental health and safety of society and requires 
a fundamental reform of investigative methodology.

Today, the problem of cyberbullying is relevant not only as a socio-psychological, but 
also as a legal issue. Such actions committed in the digital space are associated with 
violations of human rights and freedoms, and the role of electronic evidence in the process 
of their identification, proof and legal assessment is of particular importance. Therefore, 
the scientific analysis of the concept of cyberbullying, its characteristics and legal aspects 
is one of the important tasks of modern legal research.
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However, an analysis of current scientific sources and investigative practice shows 
that the issues of collecting, storing, authenticating and using electronic evidence in the 
investigation of cyberbullying crimes have not been sufficiently developed. In particular, 
some issues related to ensuring the integrity of electronic evidence, confirming its 
authenticity, and obtaining information stored on foreign platforms create certain difficulties 
in legislation and practice. This situation creates the need for in-depth research into the 
scientific and theoretical foundations of electronic evidence and identifying and eliminating 
existing gaps in this area.

This article analyzes the scientific and theoretical issues of electronic evidence in 
the investigation of cyberbullying crimes, its types, specific features, and importance in 
investigative practice. It also highlights the main problems that arise when working with 
electronic evidence and theoretical approaches to their elimination.

Methods
The electronic evidence system used in the investigation of cyberbullying crimes was 

chosen as the object of the study. The choice of this object is explained by the fact that 
cyberbullying crimes are committed directly in the digital environment and the traces 
of the crime are manifested in electronic form. From a legal point of view, electronic 
evidence is a source of information that embodies information about the crime, the identity 
of the offender and his actions and is important for solving a criminal case. In cases of 
cyberbullying, correspondence, electronic messages, audio and video files, IP addresses, 
log files and other digital data are the main sources of evidence.

The method of scientific and legal analysis was used to study the role of electronic 
evidence in the investigation of cyberbullying crimes, the concept of electronic evidence, 
its characteristics, and the scientific views of foreign and national scientists. With the help 
of this method, the role of electronic evidence as the main means of proof in cyberbullying 
crimes was determined, and the existence of certain theoretical and practical problems 
related to the storage and procedural strengthening of electronic evidence was identified.

As a result of the comparative analysis, it was found that in some foreign countries 
there are special procedural mechanisms for storing and authenticating electronic 
evidence, and in national legislation some aspects of these issues need to be further 
improved. In particular, the norms of national legislation were analyzed in comparison with 
the experience of foreign countries. In this process, only the objects that have common 
aspects were selected, that is, the procedures for collecting, storing and evaluating 
electronic evidence were compared. For example, the differences between the procedure 
for recognizing digital correspondence (messengers, social networks) as evidence in 
some countries and national practice were studied. In this way, existing problems in 
the procedural strengthening of electronic evidence and ways to overcome them were 
identified.

The structural elements of cyberbullying crimes and the specific characteristics of 
electronic evidence were studied separately. In particular, the main forms of cyberbullying 
(sending offensive messages, threats, spreading false information) were analyzed 
separately, and the types of electronic evidence (chat correspondence, audio-video files, 
IP addresses, log files) that arise in each case were studied using the analysis method. 
It was also analyzed how the characteristics of electronic evidence, such as its volatility, 
rapid disappearance or modification, affect the investigation process. For example, the 
issues of restoring or reinforcing an offensive post on a social network if it is deleted were 
considered separately.

The data obtained as a result of the analysis were summarized using the synthesis 
method and holistic scientific conclusions were formed. In particular, various elements 
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related to cyberbullying crimes and working with electronic evidence were considered 
in their interrelation and their role as a single system was justified. Using this method, 
the sequential stages of working with electronic evidence were systematized and the 
importance of rapid identification and preservation of evidence in the investigation of 
cyberbullying crimes was justified. For example, in cases of cyberbullying, the stages of 
rapid identification of evidence (taking screenshots, storing server logs), their procedural 
formalization and presentation as reliable evidence in court were considered as a single 
system.

“Electronic evidence is not stored for as long as traditional evidence, and is subject to 
modification, data formats becoming obsolete or disappearing over time, and the system 
in which the evidence is stored may fail.” These specific characteristics of electronic 
evidence were analyzed.

Also, during the research process, modern scientific sources on cyberbullying and 
electronic evidence were studied through the method of scientific literature analysis. This 
method served to strengthen the theoretical foundations of the study.

Results
When analyzing cyberbullying crimes, the focus is often on the direct victims, as 

they are seen as the individuals directly affected by the online attack. This approach is 
important for identifying the crime, assessing its negative consequences and developing 
appropriate measures. Cyberbullying has several characteristics that differ from traditional 
crimes: digital devices, virtual traces, social network profiles and online connections play 
an important role in its perpetration. For example, in traditional crimes, evidence found at 
the scene of the crime can be crucial in identifying the suspect; however, in cyberbullying, 
the perpetrator is identified through the device on which the crime was committed, its IP 
address, the time of the crime and other metadata. Electronic traces are also used to shed 
light on the context and mechanism of the crime. These aspects complicate the processes 
of collecting electronic evidence and its admissibility as reliable evidence in court. 
However, at the same time, they allow proving the commission of a crime and identifying 
the device on which the crime was committed.

When investigating cyberbullying crimes, it is important to pay special attention to the 
victim. It is precisely by studying the victim’s condition that it becomes possible to identify 
the crime in a timely manner, assess the extent of the harm caused to him, and analyze 
the full context of the incident.

At the same time, it is also necessary to identify and quickly analyze how cyberbullying 
spreads through social networks and other information systems. This will help increase the 
effectiveness of the investigation process.

Such an approach requires not only the detection of crime, but also the introduction 
of detection, corrective and preventive control mechanisms aimed at ensuring safety. The 
main goal of these measures is to reduce the harm caused by cyberbullying, strengthen 
the legal and psychological protection of victims, and prevent the recurrence of such 
crimes in the future.

Forensic science and digital forensics play a key role in implementing this approach, as 
these areas enable the identification of electronic evidence, its integrity and reliability, and 
its reasonable and credible presentation in court.

Digital traces, including IP addresses, metadata, chat logs, and timestamps, are 
essential in solving crimes. They can help identify the perpetrator, reconstruct the 
sequence of events, and assess the consequences of a crime.

In this regard, the role of electronic evidence is crucial in the legal assessment and 
investigation of modern types of crimes such as cyberbullying (Sobirova, 2025). 
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The Law of the Republic of Uzbekistan “On Cybersecurity” establishes legal 
mechanisms for combating cybercrime, protecting information systems and resources, 
and detecting cybersecurity incidents. Article 16 of the Law also stipulates that 
cybersecurity entities must notify the authorized state body about cybersecurity incidents 
and cybercrimes that have occurred, prevent the loss of digital traces, and ensure the 
permanent storage of information necessary for the investigation. This norm constitutes 
the legal basis for the process of storing, recovering, and analyzing electronic evidence in 
the investigation of crimes related to cyberbullying. In addition, Article 22 of the Law states 
that the investigation of cybersecurity incidents shall be carried out by an authorized state 
body, which indicates the need to use special technical and forensic methods in exposing 
cybercrimes.

The conducted analyses showed that with the increase in the number of cybercrimes, 
the importance of electronic evidence is also increasing. In the majority of crimes 
committed in the digital environment, evidentiary information is available in electronic 
form, and their timely identification and storage is one of the main conditions for exposing 
the crime. The main feature of these crimes committed in virtual space is that they are 
carried out directly through information and communication technologies, and the traces of 
the crime are also formed in the digital environment. Therefore, electronic evidence is the 
main source of evidence in identifying, proving and holding the guilty person accountable 
for cyberbullying crimes.

The study identified the most common electronic evidence in cyberbullying 
investigations. In particular, social media and messenger conversations, audio and video 
recordings, screenshots, technical information about user accounts, IP addresses, log 
files, and metadata were identified as important sources of information confirming the fact 
of cyberbullying. This evidence allows us to determine the time, method, and duration of 
the crime, as well as the psychological harm inflicted on the victim.

The results also clearly demonstrated the unique characteristics of electronic evidence. 
In particular, electronic evidence is a category of evidence that is volatile and prone to 
loss. For example, electronic evidence can be destroyed by deleting correspondence, 
closing accounts, editing data, or hiding virtual traces. Therefore, speed in identifying and 
procedurally strengthening electronic evidence in the investigation process is of paramount 
importance.

Overall, the results of the study showed that the role of electronic evidence in the 
investigation of cyberbullying crimes is important not only as a means of proof, but also as 
a source of information that fully reveals the mechanism of the crime. Proper identification, 
preservation and evaluation of electronic evidence is one of the key factors ensuring the 
effectiveness and fair completion of the investigation.

Discussion
In the context of the increasing importance of electronic evidence in the investigation 

of cyberbullying crimes, it is urgent to strengthen the scientific and theoretical foundations 
for their proper use. Without the development of clear legal mechanisms and effective 
methodological approaches to working with electronic evidence, it will be difficult to 
increase the effectiveness of the fight against cyberbullying crimes.

At the same time, cyberbullying crimes have specific features that distinguish them from 
traditional crimes. Such crimes are characterized by the fact that they are committed through 
information technologies, computer systems and the Internet. Technical and software tools 
are used to commit crimes, and the object of the crime is mainly information security, privacy 
and human dignity. Cyberbullying crimes are committed remotely and often anonymously. 
These crimes are distinguished by their national and transnational nature.
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Cyberbullying crimes are committed using technological devices. These crimes 
are often aimed at humiliating a person, humiliating them in front of society and people. 
They can choose lonely, psychologically vulnerable people as their prey. In particular, 
this type of crime can be targeted not at technical systems, but at the human psyche, 
that is, at the actions, confessions and weaknesses of users. Therefore, relying only on 
technical solutions in the fight against cyberbullying crimes is not enough. In this regard, 
a comprehensive approach is needed that takes into account the human factor, the social 
environment and the culture of information security.

Many scholars have emphasized the need for substantial research to fully understand 
the complexities of cyberbullying on social media. Oksanen et al. discussed cyberbullying 
within workplace organizations and closed groups on social media and noted that young 
professionals in closed groups on social media reported high levels of cyberbullying 
victimization, with 17% of Finnish workers reporting victimization, and that victims in 
closed groups on social media reported high levels of psychological stress, burnout, and 
technostress (Oksanen et al., 2020). 

Most studies examining the prevalence of cyberbullying have focused on high school-
aged students. In addition, sociodemographic factors, particularly race, as well as the 
individual’s life course, have been less studied than age and gender in the relationship 
between cyberbullying victimization and perpetration. This suggests that additional 
research is needed in this area (Kowalski, 2018).

A study by Abaido et al. examined the prevalence of cyberbullying among university 
students in an Arab community and their attitudes towards reporting it. The survey found 
that 91% of respondents confirmed that cyberbullying occurs on social media, with 
Instagram (55.5%) and Facebook (38%) being the most common platforms. Furthermore, 
the authors found that reporting cyberbullying incidents is a significant problem due to 
social and cultural constraints (Abaido, 2020). 

Factors influencing the occurrence of cyberbullying on social media among university 
students were studied. In particular, the prevalence of cyberbullying is a serious problem 
on social media platforms, which has a long-term psychological impact on individuals. In 
the digital environment, people perform various social roles, which affects their subsequent 
communication. As a result, their behavior can become tied to certain restrictions and 
habits. For the study conducted among university students, only the Instagram platform 
was selected, while other social networks (e.g., Telegram, Facebook, TikTok, etc.) 
were not included in the scope of the study. In conclusion, cyberbullying is a serious 
social problem characterized by anonymity, prevalence, and continuous continuation. 
Cyberbullying occurs through intimidation, harassment, and the dissemination of harmful 
information through social networks. In order to prevent it and help victims, it is important 
to understand how this phenomenon occurs (Mtshali & Khubisa, 2019).

Explaining cybercrimes solely through the technological tools used to commit them 
is not a sufficient and sustainable approach. On the one hand, digital technologies 
are developing rapidly, and on the other hand, the human factors that give rise to such 
crimes – motives, psychological state and social environment – are becoming increasingly 
complex.

Also, the distinction between crimes committed using digital means and crimes that 
occur exclusively in the Internet and virtual environments is not always clear. Therefore, 
explaining cybercrimes solely in terms of technical means does not fully reveal their true 
nature (McGuire, 2019) .

The principle of protective jurisdiction means that even if the perpetrator of a crime is 
in the territory of another state, if he commits a crime against the citizens of a given state 
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or its essential interests, that state has the right to consider, investigate and prosecute the 
crime.

In cybercrime, if the harm is caused to the citizens or national interests of a state, the 
crime can be considered within the jurisdiction of that state, regardless of where it was 
committed. In particular, in some situations, several states simultaneously consider 
themselves competent for the crime. As a result, disagreements or conflicts between 
jurisdictions may arise over which state should handle the case.

The principle of universal jurisdiction applies to serious crimes that threaten all of 
humanity. Every state has the right to try these crimes, regardless of where they were 
committed or the nationality of the perpetrator (Rajabov, 2024).

The current Criminal Code does not provide a direct legal definition of concepts such 
as “cyberbullying,” “cyberstalking” or “insulting using digital technologies”. Investigative 
bodies are forced to qualify cyberbullying acts under Article 139 (Defamation) or Article 
140 (Insult) of the Criminal Code. However, the aggravating factor “in the mass media 
or on the Internet” in these articles does not fully cover all the destructive features 
of cyberbullying (for example, group clinging, creation of fake content using artificial 
intelligence – deepfake).

The Criminal Procedure Code does not sufficiently interpret the concept of “Electronic 
evidence”, the specific procedures for its identification, seizure, examination and 
storage. There is no unified investigative practice in the procedural formalization of 
correspondence, screenshots and disappearing messages in messengers (Telegram, 
Instagram, etc.), which are the main evidence in cyberbullying. There are cases where 
screenshots are often rejected by courts as evidence that is “illegally obtained or can be 
easily altered.”

Table 

Years

To the list 
taken general 
cybercrimes 

number

On the Internet 
insult, slander 

and harassment 
(Cyberbullying)

Share of minors 
and youth (%)

Digital evidence 
forgery/no to do cases

2021 2 214 432 48% 89

2022 4 332 812 53% 142

2023 8 110 1,654 59% 310

2024 12,450 2,890 64% 512

2025 16,200 4 120 68% 745

The statistics show that from 2021 to 2025, the number of total cybercrimes increased 
by 7.3 times, and cases of direct cyberbullying (insults, defamation, violation of privacy 
on the Internet) increased by almost 9.5 times. This indicator confirms that cyberbullying 
is becoming the most dangerous socio-legal problem with a high level of latency 
(concealment) in society.

Also, the share of minors and young people among the victims of cyberbullying is 
increasing every year (from 48% in 2021 to 68% in 2025). The main reason for this is 
the younger generation’s active presence in the digital space and on social networks 
(Telegram, Instagram, TikTok) and their lack of awareness of cyber-hygiene rules.

One of the most dangerous trends for investigative practice is the sharp increase in 
cases of “falsification or deletion of digital evidence” (from 89 in 2021 to 745 in 2025). 
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Cyberbullying perpetrators are rapidly destroying electronic evidence using modern 
anonymizing tools (VPN, proxy), disappearing messages, and fake accounts. This 
scientifically and practically proves the need to introduce mechanisms for rapid fixation 
(sealing) of electronic evidence in criminal procedural legislation without delay.

In the investigation process, procedural deadlines are violated when collecting 
electronic evidence. Ensuring security when storing electronic evidence is important. In 
particular, information contained in electronic evidence may be lost or corrupted. There 
may be delays in identifying it. This leads to a decrease in efficiency. As a result, the need 
to strengthen cooperation between operational-search activities and investigative actions 
is evident.

International experience in working with electronic evidence in the investigation of 
cyberbullying crimes shows that in developed countries, the collection, storage and 
analysis of this type of evidence is carried out on the basis of strict standards. In particular, 
in international practice, maintaining the integrity and reliability of electronic evidence is 
recognized as a fundamental principle in the process of working with it (U.S. Department 
of Justice, 2024).

For example, the internationally accepted ISO/IEC 27037 standard clearly regulates 
the processes for identifying, collecting, retrieving, and preserving electronic evidence, and 
establishes a mandatory requirement for maintaining a “chain of custody” (Luthfi, 2024).  
This is important for ensuring the admissibility of evidence in court.

In addition, international experience distinguishes three main sources of electronic 
evidence: data stored on devices, data publicly available on the Internet, and data 
stored by service providers.⁴ In particular, mutual legal assistance mechanisms are used 
between states to obtain the latter type of data, which is an important tool in investigating 
cybercrime at a transnational level.

At the same time, guidelines and recommendations developed by international 
organizations emphasize the need for careful assessment of the reliability of electronic 
evidence when using it in court. Since electronic evidence can be easily altered or 
destroyed, enhanced procedural control over it is required (Dmitrieva & Pastukhov, 2023).

Although the current legislation of the Republic of Uzbekistan does not distinguish the 
concept of “electronic evidence” into a separate legal category, in practice and in some 
regulatory documents there are concepts close to it – for example, expressions such as 
“electronic document,” “electronic information carriers,” “information resources.”

The concept of “electronic evidence” is mainly determined on the basis of theoretical 
approaches. According to M.V. Gorelov, electronic evidence is information about 
circumstances of importance in the case, reflected in digital, audio or video form. It also 
includes minutes of court hearings and minutes of procedural actions executed using 
electronic computing devices (Gorelov, 2005). 

The specific characteristics of electronic evidence can be summarized as follows:
•	 Electronic evidence is not stored for as long as traditional evidence, and it is subject 

to changes, data formats becoming obsolete or lost over time, and the system in which the 
evidence is stored may fail.

•	 There is no level of protection for electronic evidence, it can be damaged by 
viruses, malware, and cybercriminals can break into the system.

•	 Electronic evidence always leaves a trace. Many electronic activities (e.g. logins, 
network traffic, chats) are recorded in log files. 

Despite its intangible nature, electronic evidence always leaves some digital footprint. 
Even if criminals use information technology to commit crimes, take measures to hide 
their identity, protect their personal data, or anonymize their activities, their actions do 
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not remain completely untraceable. Because any digital activity is carried out through 
information systems, servers, network devices, and software, and in these processes, 
traces are created in the form of technical logs, metadata, IP addresses, time stamps, and 
other digital data.

In the practice of forensic science and forensic examination, these digital traces are 
identified as electronic evidence, analyzed and formalized in the appropriate procedural 
order. With the help of special technical means and expert methods, it is possible to 
identify hidden or encrypted data, recover deleted files, and determine the time, method, 
and person of the crime. Therefore, although the concealment measures taken by 
criminals may make the identification of electronic evidence difficult, they do not make it 
completely impossible.

Electronic evidence can also be divided into 3 types based on the form in which it 
appears. For example:

1. Evidence resulting from human factors (installed programs, additional programs, 
logins and passwords when entering the site, search history);

2. Evidence generated by the device. This type of evidence can include images (jpg, 
gif), videos (mp4, MOV), audio (mp3, MID), and office (Docx, PPT);

3. Evidence arising from cybercrime.
Electronic evidence can come in many forms, and it is important to understand the types 

when presenting a case in court. The most common types of electronic evidence are:
Email correspondence can be important and valuable evidence in legal proceedings 

because it contains important information about the relationship between the parties, the 
content of the communication, and specific circumstances. Lawyers can use emails as a 
means of confirming the existence of communication between the parties or as a means of 
proving a particular opinion, agreement, or legal position.

Text messages are similar in content to emails, they are generally shorter and less 
formal in expression. However, such messages can be valuable as evidence in court 
proceedings where intentions, agreements, or important matters are discussed between 
individuals via text communication.

Social media platforms like Facebook, Twitter, and Instagram are increasingly being 
used as evidence in court cases. Lawyers can use posts to prove a person’s mental state, 
location, or other relevant information.

Digital files, such as documents, images, videos, and audio recordings, can be 
admitted as evidence in court proceedings. They can be used to support arguments, 
provide context, and prove specific points. It is important to note that electronic evidence 
must meet specific requirements to be admissible in court. The investigator must ensure 
that the evidence is authentic, relevant, and reliable. They must also be careful to maintain 
the integrity of the electronic evidence so that it cannot be challenged or rejected in court 
(Jaiswal, n.d.).

Foreign scholars have classified electronic evidence into types and forms. There are 
different views on the classification of electronic evidence into types and forms.

1. File-based evidence includes Word, Excel, PDF documents, images, videos, and 
audio files. They can be existing on a computer or mobile device, created or modified by 
the user.

According to American expert Casey: “File-based evidence usually preserves traces 
of crime without hiding them, but technical means are required to detect them” (Casey, 
2011).

2. Metadata is technical information about files such as creation date, author, last 
edited, and storage location. It can often be more important than the main evidence.
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According to American expert and researcher Pollitt, “Metadata is crucial in verifying 
the reliability and consistency of electronic evidence” (Pollitt, 2008).

3. System and log files are logs automatically created by the operating system, web 
server, router, or applications. They clearly show the time of user activity or an event.

4. Emails and messages (e-mails, messages) – messages on email servers, 
correspondence in messengers, text messages – are considered important as means of 
communication used in the commission of a crime.

5. Evidence on mobile devices – SMS, GPS location data, call history, camera 
recordings, and activities on mobile apps fall into this group.

According to American academic and journalist Garfinkel, “Mobile devices embody a 
wealth of evidence related to personal life, so analyzing them requires ethical and legal 
caution” (Garfinkel, 2010).

6. Evidence in the cloud – documents, photos, and recordings stored in services 
like Google Drive, OneDrive, and iCloud. Retrieving them often requires international 
cooperation (SWGDE, 2022).

There are several forms of electronic evidence, including:
1. Static electronic evidence is information that exists in an unchanged state and is not 

in contact with an active network at the time of its acquisition. (Documents on a USB flash 
drive, files on a CD/DVD, undeleted documents on a hard drive)

According to Casey, “Static data exists primarily on stationary devices and is best 
studied using classical forensic methods” (Casey, 2011).

2. Live /Volatile electronic evidence is data that exists while the system is running. 
It is usually in random access memory (RAM), network traffic, or open sessions and is 
temporary in nature. (Program processes in RAM, files transferred in real time over the 
Internet, system session logs).

According to US scientist Simson Garfinkel, the biggest problem with working with 
volatile electronic evidence is that such data can be instantly lost as a result of a minor 
system failure or power outage, making it extremely difficult to identify and preserve 
(Garfinkel, 2010).

3. Logical copy is a version of electronic evidence that is visible to the operating 
system but structured at the file system level. This is often done in the form of a copy of 
documents, photos, or emails.

As American scholar Mark M. Pollitt has noted, the use of logical copies greatly 
simplifies the analysis process. However, these copies may in some cases not contain 
important information that is hidden or previously deleted. Therefore, they should not 
always be considered a complete source of evidence (Pollitt, 2008).

4. Bit-level image format is a complete copy of the entire memory, including any files, 
including deleted, hidden, or inconsistent data. It is the most suitable format for forensic 
investigations.

American legal scholar Carrier argues that a full digital copy of a disc is the most 
reliable and legally protected form of evidence, because it is archived in an exact replica of 
the original media.

5. Hash-verified form is a copy of the evidence (either static or image) verified using a 
hash function. This is used to prove its integrity.

Investigating cyberbullying crimes is one of the most complex processes. In particular, 
this is due to the specific characteristics of such crimes and the use of advanced 
technologies in them. Although cyberbullying crimes may contain similar features 
to traditional crimes – for example, insults, extortion, fraud or defamation, they are 
fundamentally different in content and form. Therefore, the role and significance of the 
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place where the crime was committed is important. Unfortunately, most of the existing 
research has not paid sufficient attention to the digital environment in which the crime was 
committed. However, it is in this environment that electronic evidence is formed and is the 
main tool for proving the crime. Electronic evidence must be reliable, accurate and in a 
form that meets legal requirements, since it forms the basis of court decisions and plays 
an important role in punishing the guilty person (Yeboah-Ofori & Brown, 2020).

Conclusion
In the modern era, as information technologies penetrate deeply into all aspects 

of our lives, the number and scale of cybercrimes are also increasing. This poses new 
challenges for law enforcement agencies, in particular, the problems of working with 
electronic evidence in the investigation process, its collection, evaluation, and most 
importantly, its reliable storage have become a pressing issue.

In conclusion, in the investigation of cyberbullying crimes, electronic evidence is 
emerging as an integral and decisive element of modern criminal procedure. Such 
offenses committed in the digital space have their own characteristics, unlike traditional 
evidence, and the processes of their identification, recording, storage and evaluation 
require a special approach. Therefore, a deep scientific and theoretical analysis of the 
legal nature of electronic evidence, its role in the evidentiary system and its procedural 
status is of great importance.
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