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Abstract. Digital transformation has signifi cantly altered state operations while 
simultaneously reshaping the landscape of corruption. New schemes, inherently tied to 
emerging technologies, are increasingly categorized as “digital corruption.” This paper 
examines how criminal liability for such acts is regulated across several jurisdictions, 
focusing on the United States, Germany, and Singapore. These international approaches 
are subsequently compared with the legislative framework of the Republic of Uzbekistan 
using a comparative legal methodology to identify both commonalities and regulatory 
gaps. The analysis encompasses legal defi nitions, enforcement mechanisms, and 
practical experiences regarding corruption linked to digital assets, e-government platforms, 
and cyber-related misconduct. A key fi nding is the effi  cacy of fl exible legal language in 
leading jurisdictions; terms such as “anything of value,” “benefi t,” or “gratifi cation” provide 
the necessary breadth to encompass modern forms of bribery, including cryptocurrency 
transfers and intangible advantages. While Uzbekistan’s Criminal Code remains robust, 
its reliance on the traditional formulation of “tangible valuables or pecuniary benefi t” may 
be insuffi  ciently broad to capture non-material digital advantages. Consequently, the 
paper concludes that Uzbekistan would benefi t from updating its legal terminology to 
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reflect international standards. Furthermore, the development of specialized expertise in 
digital evidence and the deepening of international cooperation are presented as essential 
requirements for the legal system to effectively mitigate contemporary corruption risks in 
the digital age.

Keywords: digital corruption, criminal liability, cryptocurrency bribery, cyber-enabled 
corruption, anti-corruption enforcement, digital assets in criminal law

Introduction
Digital transformation has noticeably changed how corruption actually works in practice. 

It is no longer just about envelopes of cash or simple bank transfers. Today, corrupt deals 
can be arranged through encrypted messaging, hidden behind digital platforms, or carried 
out using new financial instruments. In my view, this shift makes corruption both more 
subtle and, at times, harder to detect (Nurmukhammedova, 2025).

At the same time, international anti-corruption law still relies on fairly broad legal 
concepts. For example, the United Nations Convention against Corruption uses the term 
“undue advantage.” This wording is important because it is not limited only to money or 
property. It may also cover other benefits, including non-material advantages. A similar 
approach can be seen in the position of the Financial Action Task Force, which treats 
virtual assets as a digital form of value and draws attention to their possible use in illegal 
financial transactions.

The purpose of this article is to analyze how criminal liability for digital corruption is 
regulated in selected foreign jurisdictions and to compare these approaches with the 
criminal legislation of the Republic of Uzbekistan. The article also seeks to determine 
whether the current legal framework of Uzbekistan is sufficient to respond to corruption 
risks that arise in the digital environment.

To achieve this purpose, the article sets several tasks. First, it is necessary to clarify 
the legal nature of digital corruption and identify its main forms. Second, the article 
examines the experience of the United States, Germany and Singapore in regulating 
criminal liability for corruption involving digital assets and cyber-related mechanisms. 
Third, it analyzes the strengths and weaknesses of Uzbekistan’s current criminal law in 
this area. Finally, the article develops proposals aimed at improving national legislation 
and law enforcement practice.

The main idea of the study is that criminal liability for digital corruption is more effective 
when the law uses flexible and technologically neutral concepts. Terms such as “anything 
of value,” “benefit,” “gratification” or “undue advantage” make it possible to cover not only 
traditional material benefits, but also digital assets and certain non-material advantages. 
From this point of view, the criminal legislation of Uzbekistan may need further conceptual 
and terminological improvement in order to respond more effectively to corruption risks in 
the digital age.

Special attention is paid to several issues: bribery involving digital assets, misuse of 
e-government systems and other forms of cyber-enabled corruption. By comparing foreign 
approaches, the article identifies both useful legal solutions and existing gaps. Some of 
these approaches may be adapted to the Uzbek legal system, while others depend on the 
institutional and procedural features of each country.

Methods
This research is built on a comparative legal approach. In simple terms, different legal 

systems are placed side by side and carefully examined. At the same time, the analysis is 
not purely formal. It also looks at how the law actually works in practice, which, in my view, 
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is just as important.
At the first stage, the study turns to jurisdictions with strong anti-corruption enforcement 

— the United States, Germany, and Singapore. Their legislation and legal doctrine are 
reviewed in a systematic way. The focus is mainly on criminal law provisions dealing with 
bribery, abuse of office, and related offenses. One key question runs through this part: 
are these norms flexible enough to cover corruption involving digital assets and cyber-
mediated schemes?

The analysis does not stop at the text of the law. Statutes are examined together with 
doctrinal interpretations, court decisions, and enforcement guidelines. This gives a more 
complete picture. In particular, attention is paid to real cases — for example, situations 
involving cryptocurrency bribery or the misuse of digital infrastructure. These examples 
help to see how legal norms operate in practice, not just on paper.

By combining comparative analysis with a focused national case study, the research 
manages to highlight both strengths and weaknesses. Some gaps in regulation become 
quite visible. At the same time, certain institutional efforts look promising. Overall, this 
methodological approach provides a solid basis for further recommendations, especially 
those that are realistic and evidence-based rather than purely theoretical.

The United States, Germany and Singapore were selected for comparison on 
the basis of several criteria. First, these jurisdictions have developed anti-corruption 
enforcement practice and relatively strong institutional mechanisms. Second, their criminal 
law uses broad legal concepts, such as “anything of value,” “benefit” and “gratification,” 
which are important for assessing whether digital and non-material advantages may fall 
within the scope of bribery offences. Third, these countries represent different legal and 
institutional traditions: the United States reflects a common law and enforcement-oriented 
model, Germany represents a continental European legal approach, while Singapore 
demonstrates a strict preventive and institutional model of anti-corruption control.

Results
United States
The United States has a fairly strong and well-structured anti-corruption system. It is 

not just detailed on paper — it is also actively enforced, which, in practice, makes a real 
difference.

At the core of this framework are federal criminal laws that clearly prohibit bribery of 
public officials. One of the key provisions is 18 U.S.C. § 201. Its wording is quite broad, 
and that seems intentional. The law does not limit itself to money or traditional benefits.

Under this provision, liability arises when a person offers, gives, or even promises 
“anything of value” to a public official. What matters is the intent — there must be a corrupt 
purpose, namely to influence an official act. Even indirect actions fall within this rule, which 
closes many potential loopholes.

At the same time, the law applies equally to public officials themselves. If an official 
solicits, demands, or agrees to receive such a benefit under similar circumstances, 
criminal liability also follows. In other words, both sides of the corrupt transaction are 
covered.

What is particularly noteworthy, in my view, is the flexibility of the phrase “anything of 
value.” It allows the law to adapt to new realities, including digital forms of bribery, without 
constant amendments (Kohn, Kohn & Colapinto, n.d.).

The breadth of the phrase “anything of value” plays a key role in the U.S. approach. 
It is intentionally broad and, importantly, technologically neutral. Courts and enforcement 
authorities in the United States have consistently interpreted it in an expansive way. 
This means it covers not only physical assets, but also intangible and digital benefits. 
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In practice, the category includes money, cryptocurrencies, gifts, services, travel, 
entertainment, and even advantages that have subjective value. 

This flexibility is not just theoretical. It actually allows the legal system to keep up with 
new forms of corruption. For instance, a bribe paid in Bitcoin is treated no differently from 
cash. Both are seen as “things of value” capable of influencing an official’s actions. 

A similar logic can be seen in the Foreign Corrupt Practices Act (FCPA). It also uses 
the same broad concept and prohibits giving “anything of value” to foreign public officials in 
order to gain business advantages. Enforcement practice confirms that this includes digital 
assets. A notable example occurred in 2023, when U.S. authorities charged the founder of 
a cryptocurrency exchange for arranging a large-scale bribery scheme involving about $40 
million in digital assets to influence foreign officials. This case clearly shows that existing 
law already covers cryptocurrency bribery without the need for new special norms. 

Beyond classic bribery provisions, the U.S. legal system relies on additional tools. The 
Computer Fraud and Abuse Act criminalizes unauthorized access to protected computer 
systems. While not designed specifically for corruption, it becomes relevant when officials 
misuse digital systems for personal gain. 

At the same time, general fraud statutes — especially wire fraud and honest-services 
fraud — extend liability to schemes carried out through electronic means. This includes 
email, encrypted messaging apps, and online payment systems. In practice, these 
provisions significantly strengthen the ability of law enforcement to address cyber-enabled 
corruption. 

Institutionally, the system also adapts quite quickly. A good example is the creation of 
the National Cryptocurrency Enforcement Team within the U.S. Department of Justice in 
2021. This step reflects a clear focus on crimes involving digital assets. 

Enforcement practice in the U.S. is often described as aggressive — and not without 
reason. Authorities actively pursue cases involving cryptocurrency-based bribery, as well 
as related offenses such as money laundering and fraud. What is particularly important is 
that they have learned to trace and confiscate digital assets. Courts have already ordered 
the seizure of cryptocurrencies linked to corruption cases. 

Interestingly, all of this has happened without major legislative reforms. The law 
itself did not need to change drastically. Instead, the evolution took place at the level of 
interpretation and enforcement (Cohen & Stempel, 2023).

Germany
Germany’s legal framework for combating corruption looks quite structured and well 

thought out. The Strafgesetzbuch (StGB) plays a central role here, covering both public 
and private sector corruption in a systematic way.

At the heart of this system is the concept of Vorteil — “benefit.” It may sound simple, 
but in reality it is interpreted very broadly. In German doctrine, a benefit means almost any 
advantage a person is not legally entitled to receive. This includes not only money or gifts, 
but also services, discounts, hospitality, and even non-material advantages. In my view, 
this flexibility is one of the strongest aspects of the German approach.

Importantly, this concept is technologically neutral. Even though the law does not 
explicitly mention cryptocurrencies or digital assets, they clearly fall within the notion of a 
“benefit.” For example, if a public official receives Bitcoin in exchange for a decision, it is 
treated the same way as a cash bribe. This reflects a practical understanding: the form of 
value does not matter — its effect does.

The key anti-corruption provisions are found in § 331–335 StGB, which deal with 
bribery in the public sector, and § 299 StGB, which covers commercial bribery. These 
rules apply to both sides of corruption — the one who gives and the one who receives. 
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In practice, such cases are often combined with related offenses like fraud or money 
laundering.

Another interesting point is how German law connects corruption with cybercrime. 
Certain provisions, such as § 202a StGB (unauthorized access to data) and § 303a 
StGB (data manipulation), can be used alongside bribery charges. This creates a kind 
of cumulative liability. For instance, if an official manipulates an electronic procurement 
system, they may be liable not only for bribery but also for interference with data. This 
combined approach seems quite effective.

At the same time, not everything works perfectly. The rapid growth of digital 
technologies has exposed some gaps. A notable example comes from a recent court 
decision in 2025. The court found that cryptocurrency does not qualify as “property” 
(Sache) under traditional theft provisions because it lacks a physical form. As a result, the 
unlawful taking of digital assets did not meet the legal definition of theft, and the defendant 
was acquitted.

This case is quite revealing. It shows that while anti-corruption rules are flexible 
enough, other parts of criminal law may lag behind. There is a certain tension between 
traditional legal concepts and modern digital realities. This is not a failure of the system, 
but rather a sign that the law needs to evolve further.

Despite these challenges, Germany remains a country with a high level of integrity 
in public administration. According to Transparency International, it consistently ranks 
well in global corruption perception indices. Enforcement is carried out mainly by public 
prosecutors (Staatsanwaltschaften), who handle both domestic and international cases.

In the digital sphere, German authorities increasingly rely on international cooperation, 
especially within the European Union. Access to electronic evidence often depends on 
cross-border mechanisms, which are becoming more important every year. At the same 
time, there is a growing focus on digital forensics and specialized training.

Overall, the German model feels balanced. It combines broad legal concepts with 
practical enforcement tools. The idea of Vorteil allows the system to adapt to new forms 
of bribery, including digital ones. At the same time, ongoing debates about cryptocurrency 
and property law show that adaptation is still in progress (Atkins, 2025).

Singapore
Singapore’s anti-corruption system is often described as one of the strictest in the 

world. In addition, this reputation is well deserved. The legal framework is clear, and 
enforcement is consistently tough. The core statute here is the Prevention of Corruption 
Act (PCA), which works together with provisions of the Penal Code.

What is interesting is the terminology. Unlike many other jurisdictions, Singapore does 
not focus on the word “bribery.” Instead, it uses the concept of gratification. At first glance, 
it may seem like just a different label, but in reality, it carries a broader meaning.

The notion of gratification is intentionally wide. It covers not only money or obvious 
financial benefits, but also gifts, loans, rewards, and valuable securities. Beyond that, it 
includes services, favors, promises — basically any advantage given to a person. This 
open-ended wording is not accidental. It is designed to prevent loopholes.

From a doctrinal point of view, this approach feels quite modern. The concept is flexible 
and, importantly, technologically neutral. Even though the law does not explicitly mention 
digital assets, they clearly fall within its scope. For example, a transfer of cryptocurrency or 
access to a digital service can qualify as gratification if it is linked to corrupt intent.

In my view, this is one of the strengths of the Singaporean model. The law does not try 
to list every possible form of benefit. Instead, it relies on a broad concept that can adapt to 
new realities. As a result, digital forms of corruption — which are becoming more common 
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— do not escape criminal liability simply because they look different from traditional bribes.
Overall, Singapore’s framework shows how a well-designed legal concept can remain 

effective even as technology evolves (DLA Piper, 2022).
The concept of gratification in Singaporean law is intentionally broad — and this is not 

just a formal feature. In practice, it means that almost any advantage can fall within the 
scope of anti-corruption rules. It is not limited to direct payments. Indirect or non-monetary 
benefits are equally relevant. For instance, a paid vacation, exclusive event tickets, or 
preferential services may all qualify as unlawful if they are linked to corrupt intent. This 
approach, in my view, is quite practical: it minimizes grey areas that often exist in other 
legal systems.

Naturally, this logic extends to digital forms of value. A transfer of cryptocurrency or 
even a high-value NFT is treated in the same way as a cash payment. The specific form 
is not decisive — what matters is the benefit itself. The same applies to granting access 
to premium digital services, restricted databases, or paid platforms. If such access is 
provided to influence an official’s conduct, it can constitute gratification. This position is 
reinforced by the Singapore Penal Code, particularly Section 165, which prohibits public 
officials from receiving “anything of value” in connection with their duties without lawful 
justification.

At the same time, Singapore does not treat corruption in isolation. The legal framework 
operates in an integrated manner. There is no separate offense formally labeled 
“digital corruption,” but related conduct — such as manipulation of electronic records or 
unauthorized access to systems — is prosecuted under the Computer Misuse Act and 
relevant provisions of the Penal Code. These offenses can be combined with charges 
under the Prevention of Corruption Act, which results in a fairly comprehensive response.

Another important strength is the legal recognition of digital assets. Courts in Singapore 
have confirmed that cryptocurrencies can be frozen, seized, and confiscated. This is 
critical — without such recognition, enforcement would be significantly weaker. In addition, 
the Corruption, Drug Trafficking and Other Serious Crimes (Confiscation of Benefits) Act 
provides robust mechanisms for recovering illicit gains, regardless of whether they take the 
form of traditional money or digital assets. Again, the focus is on the benefit, not its form.

In terms of enforcement, Singapore is often seen as a benchmark. The Corrupt 
Practices Investigation Bureau (CPIB) plays a central role and operates with a high degree 
of independence. Cases are handled efficiently, and conviction rates remain consistently 
high. This contributes to Singapore’s reputation as one of the least corrupt jurisdictions 
globally.

What is also noteworthy is the preventive dimension. Digital governance tools — such 
as e-procurement systems and online public services — reduce direct interaction between 
officials and citizens. This, quite simply, lowers opportunities for corruption. At the same 
time, authorities actively rely on digital forensics to trace communications and financial 
flows, including those involving cryptocurrencies.

A particularly strong feature is the evidentiary presumption under the PCA. 
Where a public official receives gratification, it is presumed to have been received 
corruptly unless proven otherwise. This significantly simplifies the burden of proof and 
increases prosecutorial effectiveness, especially in complex cases involving indirect or 
technologically mediated transfers.

Overall, Singapore’s model appears coherent and well-balanced. Broad legal 
definitions, strong institutions, and the effective use of technology work together. In 
my view, this combination largely explains why the system remains resilient, even as 
corruption becomes more sophisticated and increasingly digital (Thuraisingam, 2023).
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This, combined with the broad definition of gratification, creates a strong deterrent 
effect. It sends a clear signal that almost any improper benefit can trigger liability, 
regardless of how it is delivered.

At the same time, Singapore’s recognition that even non-traditional forms of value 
may be corrupt has made the system particularly adaptable. Whether it is cryptocurrency, 
digital services, or other modern forms of exchange, such benefits are treated no 
differently from traditional payments. This allows authorities to deal with new schemes 
without constantly changing the law.

In summary, the experience of Singapore shows that clear and flexible legal definitions, 
combined with a specialized and effective enforcement body, are essential for addressing 
corruption in the digital era.

Uzbekistan
Legal Framework in Uzbekistan
Uzbekistan’s criminal law addresses corruption through a set of specific provisions in the 

Criminal Code, supported by framework legislation. The Criminal Code of the Republic of 
Uzbekistan (1994, as amended) contains the core norms on bribery and related offenses.

Article 210 establishes liability for taking a bribe. It defines this offence as the knowing 
and unlawful acceptance by an official of material valuables, either directly or through 
an intermediary, or the obtaining of a pecuniary benefit in exchange for performing or 
refraining from performing actions within the scope of official duties.

The corresponding provision is Article 211, which criminalizes giving a bribe. Article 
212, in turn, covers bribe intermediation, that is, the conduct of persons who facilitate, 
arrange, or transfer bribes between the parties.

Corruption in the private sector is also covered. Article 213 addresses so-called 
commercial bribery, namely the unlawful remuneration of employees of organizations for 
the misuse of their position. Article 214 deals with the extortion of such remuneration.

Taken together, these provisions form the core framework of criminal liability for 
corruption-related offences in Uzbekistan.

A key issue here is how the law defines the object of a bribe. Uzbek legislation refers to 
“tangible valuables” and “pecuniary benefit.” This clearly covers traditional forms — cash, 
property, expensive gifts. It may also extend to digital assets like cryptocurrency, since 
they can be converted into money and thus represent economic value. In that sense, the 
wording is not entirely narrow.

However, compared to some foreign jurisdictions, the approach is still more 
conservative. The law does not explicitly mention intangible, non-monetary advantages. 
International standards, such as those reflected in the United Nations Convention against 
Corruption, use a broader concept of “undue advantage,” which can include non-material 
benefits. Uzbek law is gradually moving in this direction, but the shift is not yet complete.

In practice, if corruption involves digital elements — for example, misuse of a 
government information system — liability may arise under other provisions, such as 
abuse of authority (Articles 205–209). 

At the same time, Uzbekistan has developed a broader regulatory framework. The Law 
of the Republic of Uzbekistan On Combating Corruption establishes general principles 
and preventive measures. It does not introduce new crimes, but it plays an important 
coordinating role in anti-corruption policy.

There are also developments in the regulation of digital assets. Cryptocurrency-related 
activities are subject to strict control, and unauthorized operations can lead to liability. This 
indirectly supports the idea that crypto-assets may be treated as objects of bribery, even 
though the Criminal Code does not explicitly mention them.
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Finally, cybercrime provisions also come into play. Offenses such as illegal access to 
computer information or interference with digital systems can be prosecuted alongside 
corruption charges. For example, if an official manipulates an electronic procurement 
system or deletes digital evidence, both corruption and cybercrime norms may apply.

Overall, the Uzbek framework is functional but still evolving. It covers classical 
corruption quite well, but the digital dimension is only partially integrated. Further 
development — especially clearer recognition of intangible and digital benefits — would 
make the system more consistent with modern realities.

Recent international developments support this broader understanding. Updated 
guidance from global bodies such as the United Nations Office on Drugs and Crime 
highlights the growing interconnection between cybercrime and corruption. In this view, 
technical methods—such as hacking or bypassing digital systems—are increasingly 
used as mechanisms for illicit enrichment, blurring the line between traditionally separate 
categories of crime (OECD, 2020).

In Uzbekistan, digital corruption typically appears in five main forms.
The first is traditional bribery carried out through digital channels, including crypto-

assets and encrypted transactions within decentralized financial systems.
The second involves the manipulation of government decision-making platforms, such 

as e-procurement systems or subsidy registries, where outcomes can be quietly adjusted 
in favor of specific actors.

The third form is the abuse of privileged access. In these cases, officials or technical 
staff use their control over databases—whether cadastral, tax, or educational—to alter 
information for personal benefit.

The fourth pattern includes the use of malicious software to enable the embezzlement 
of public funds, often in ways that are difficult to trace.

The fifth, and perhaps most concerning, is the targeting of accountability mechanisms 
themselves. This includes deleting audit logs, altering metadata, or otherwise interfering 
with digital records in order to conceal wrongdoing (Yugai, 2025).

Enforcement Practices in Uzbekistan
In recent years, Uzbekistan has clearly stepped up its anti-corruption efforts, including 

the digital dimension. One of the key institutional changes was the creation of the Anti-
Corruption Agency of the Republic of Uzbekistan in 2020. This body coordinates national 
policy and, in practice, plays a central role in shaping enforcement priorities.

At the same time, the state has started to actively use digital tools. A good example is 
the online platform e-anticor.uz, which allows citizens to report corruption cases directly. 
This kind of digital whistleblowing mechanism is quite important. It lowers barriers for 
reporting and, in my view, gradually builds a culture of accountability.

Enforcement statistics also suggest that the system is not passive. Each year, 
hundreds of officials are prosecuted for corruption-related offenses. This indicates that the 
legal framework is being applied in practice, not just formally.

Another noticeable trend is the focus on capacity building. In 2023–2024, initiatives 
were announced at the highest level to address cyber-related corruption, which was 
openly described as more complex and harder to detect. Starting from 2025, specialized 
training programs have been introduced in law enforcement academies. These include 
areas such as combating crime in digital technologies and legal support for cybersecurity. 
This is a logical step — without trained specialists, even the best laws remain ineffective.

There is also growing attention to international cooperation. Digital corruption, 
especially when it involves cryptocurrencies, often crosses borders. Uzbek authorities 
increasingly recognize the need to work with foreign partners, including crypto exchanges, 
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and to use tools like blockchain analytics to trace transactions. This reflects a gradual shift 
toward more modern investigative methods.

At the same time, certain challenges remain. One of them is the legal definition of a 
bribe. Current legislation focuses on tangible valuables and pecuniary benefits, which may 
not always clearly cover intangible advantages — for example, access to data or non-
material favors. This creates some uncertainty in legal qualification.

In practice, the concept of “digital corruption” is still developing. Most cases so far involve 
traditional corruption schemes, even if they are facilitated by digital tools such as messaging 
apps or online platforms. Fully digital schemes — for example, those based entirely on 
cryptocurrencies or digital assets — are still relatively rare in enforcement practice.

Overall, Uzbekistan is moving in the right direction. There is visible progress in 
institutions, tools, and training. However, further refinement of legal definitions and 
continued investment in technical expertise will be essential to effectively address 
corruption in an increasingly digital environment (World Governments Summit, 2026).

Discussion
Comparison of Best Practices Across Jurisdictions
A clear pattern emerges from the comparison. The most effective systems rely on 

flexible legal definitions. In the United States, Germany, and Singapore, anti-corruption 
laws use broad terms such as “anything of value,” “benefit,” or “gratification.” These 
concepts are not tied to cash or physical property. Because of that, they easily cover 
modern forms of bribery — including cryptocurrency transfers, digital assets, or even non-
material advantages.

This is, in many ways, a key lesson. Laws that are too narrow quickly become 
outdated. By contrast, broader wording allows the legal system to adapt without constant 
amendments. In the case of Uzbekistan, current legislation already covers digital assets as 
pecuniary benefits. However, it would be more effective to explicitly include both material 
and non-material advantages. This would remove any doubt in practice — for example, 
whether access to valuable data or a crypto-token can qualify as a bribe.

Another important practice is institutional design. Strong enforcement bodies make a 
real difference. Singapore’s Corrupt Practices Investigation Bureau is a good example of 
a specialized and independent institution. In the United States, there is no single agency, 
but entities like the Department of Justice and the Securities and Exchange Commission 
operate dedicated units for corruption and financial crimes. Germany relies on general 
prosecution bodies but strengthens them through training and coordination. Uzbekistan 
has followed this path by establishing the Anti-Corruption Agency of the Republic of 
Uzbekistan. The next step, in my view, is to deepen technical expertise — especially in 
digital forensics and financial analysis.

Digital Government and Prevention
Digitalization plays a dual role. It can create new corruption risks, but it also provides 

tools to reduce them. Singapore shows how e-government systems can limit opportunities 
for bribery. When procedures are automated and transparent, there is simply less room for 
informal arrangements. Uzbekistan is moving in the same direction by expanding digital 
public services and centralized service platforms.

At the same time, digital systems must be protected. As more processes move online, 
risks such as data manipulation or interference with electronic procurement increase. This 
means that strong IT controls, audit mechanisms, and clear liability rules are essential. 
Some countries, including Germany, already combine corruption offenses with cybercrime 
provisions. Uzbekistan can further develop this approach by ensuring that digital 
manipulation linked to corruption is consistently prosecuted.
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Implications and Recommendations for Uzbekistan
From a legal perspective, targeted reforms would be useful. One step would be to 

expand the definition of a bribe to clearly include intangible and digital benefits. This would 
align national law with international standards and eliminate interpretative uncertainty. It 
may also be worth considering more specific provisions addressing the misuse of digital 
systems or data for personal gain.

Enforcement capacity is equally important. Continued investment in training for 
investigators, prosecutors, and judges is essential, particularly in areas such as digital 
evidence and blockchain analysis. Establishing specialized units or laboratories focused 
on digital investigations could significantly improve effectiveness. At the same time, 
international cooperation should be strengthened. Digital corruption often involves cross-
border elements, so collaboration with global networks and foreign partners is crucial.

On the preventive side, further development of e-governance should continue, but with 
built-in safeguards. Transparency tools, secure authentication systems, and data analytics 
can all help detect suspicious patterns. Public awareness also matters — citizens should 
be able to recognize and report new forms of corruption, including those involving digital 
payments.

A broader issue is balancing innovation with control. Digital finance and new 
technologies bring economic benefits, but they also create risks. Uzbekistan is already 
taking a cautious approach by regulating cryptocurrency activities. Going forward, it would 
be important to integrate these rules with anti-corruption and anti-money laundering 
frameworks. Measures such as asset disclosure requirements for officials, including digital 
assets, could also strengthen transparency.

In the context of Uzbekistan, this comparative experience should be directly linked 
to Articles 210–214 of the Criminal Code, which regulate taking a bribe, giving a bribe, 
mediation in bribery, commercial bribery and unlawful receipt of remuneration. These 
provisions form the core of national criminal liability for corruption, but their wording 
is still mainly based on “material valuables” and “pecuniary benefit”. Such an approach 
works well for traditional forms of bribery, yet it may create difficulties when the unlawful 
advantage has a digital or non-material form. For this reason, the most suitable direction 
for Uzbekistan would be to preserve the existing structure of Articles 210–214, but to 
modernize their terminology in line with the broader concept of “undue advantage” used 
in the United Nations Convention against Corruption. This would allow the law to cover not 
only money and property, but also digital assets, access to valuable data, digital services, 
privileges and other non-material benefits capable of influencing the conduct of an official 
or another relevant person.

Conclusion
Digital corruption is a complex and evolving phenomenon. It crosses borders and relies 

on rapidly changing technologies. At the same time, the comparative analysis shows that 
existing legal systems can respond effectively — provided they are flexible and supported 
by strong enforcement.

The experience of leading jurisdictions demonstrates that broad legal definitions, 
combined with modern investigative tools and institutional capacity, remain effective even 
in the digital era. Uzbekistan has already made meaningful progress by strengthening its 
legal and institutional framework and recognizing cyber-related corruption as a growing 
challenge.

To build on these achievements, further steps are needed. These include refining legal 
definitions, investing in digital expertise, and expanding preventive mechanisms. Adopting 
best practices — such as technologically neutral legal concepts, specialized enforcement 
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capacity, and digital transparency tools — would significantly enhance the country’s ability 
to combat corruption.

Ultimately, these efforts are not only about enforcement. They are also about trust. A 
system that can effectively respond to modern corruption risks strengthens confidence in 
public institutions and reinforces the principles of transparency, integrity, and the rule of 
law in a rapidly digitalizing world.

In April 2026, the Legislative Chamber of the Oliy Majlis passed a bill that formally 
classified 19 types of acts as corruption-related crimes. This decision has resolved a 
long-standing legal ambiguity where technical manipulations within databases could be 
interpreted as either disciplinary misconduct or ordinary regulatory violations. Now, this 
clear classification provides a legal foundation for the courts and investigative bodies 
(Government of Uzbekistan, 2024).

Digital evidence presents unique challenges: it is highly volatile, can be easily altered, 
and is often stored across multiple cloud environments.

Current analysis shows that Uzbekistan’s legal and judicial systems are still adapting to 
international standards such as ISO/IEC 27037, which govern the identification, collection, 
and preservation of digital evidence. This transition is ongoing, and several practical 
challenges remain (The Tashkent Times, 2025):

Data Integrity: How can it be proven that log files extracted from the public procurement 
system were not altered by an administrator after the investigation began? (Gazeta.uz, 
2026).

Metadata as the Key: It is often metadata (access time, IP address, device type) that 
establishes a link between an official and a corrupt transaction within a system that they 
were not formally authorized to access.

Proportionality of Collection: Maintaining a balance between the necessity of full data 
seizure for forensics and the right to privacy, especially in light of the implementation of the 
Law on Personal Data Protection (Kun.uz, 2026).

In 2026, Uzbekistan plans to establish a joint unit to combat digital corruption, 
comprising forensic specialists, financial analysts, and prosecutors, which should improve 
the quality of evidence collection in high-tech cases.

The 2025–2026 reforms in anti-corruption legislation have a direct economic 
dimension. The creation of a transparent digital environment and the strengthening of 
liability for manipulations within it are considered an “economic necessity.”

Uzbekistan has significantly improved its position in open data rankings (reaching 11th 
in the world and 1st in Central Asia by 2025), which sends a powerful signal to foreign 
investors. The implementation of the “Business Charter of Uzbekistan against Corruption” 
and the issuance of “compliance marks” to companies that have implemented internal 
anti-corruption control systems are contributing to the formation of a clean business 
environment (UNODC, 2026).

However, the 2025 Corruption Perceptions Index (CPI) showed a one-point decrease 
(to 31 points), which dropped the country to 124th place. This indicates that while 
digital monitoring tools are identifying more violations, the judicial system and civil 
society institutions are not yet fully coping with the pressure from “old elites” who resist 
transparency. The professor’s legal opinion emphasizes that without ensuring judicial 
independence and protecting investigative journalists who expose corruption, digital 
reforms may remain mere “technical facades” (LCG Discovery, 2026).

Digital corruption is a complex and rapidly evolving phenomenon that combines 
elements of bribery, cybercrime, money laundering and abuse of official authority. 
The comparative analysis shows that the most effective legal systems use broad and 
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technologically neutral concepts, such as “anything of value,” “benefit,” “gratification” 
and “undue advantage.” In this regard, Uzbekistan should preserve the existing structure 
of Articles 210–214 of the Criminal Code, but modernize their terminology by clearly 
extending the object of a bribe to digital assets, access to information systems, digital 
services, privileges and other non-material advantages capable of influencing the conduct 
of an official or another relevant person.

At the same time, legal reform should be supported by practical enforcement 
mechanisms. It is advisable to include digital assets in the system of asset declarations 
for public officials, introduce clear procedures for collecting and preserving digital 
evidence, and develop specialized forensic expertise for cases involving cryptocurrency, 
e-government platforms and electronic databases. Strengthening cooperation with foreign 
law enforcement bodies, financial intelligence units, crypto exchanges and international 
organizations is also necessary, since digital corruption often has a cross-border nature. 
These measures would help Uzbekistan adapt its anti-corruption framework to modern 
digital risks while maintaining legal continuity and institutional stability. Corruption casts 
a long shadow over Uzbekistan’s socio-political landscape, hindering economic growth 
and social harmony. To confront this formidable challenge, Uzbekistan seeks to draw 
upon extensive experience harnessing New Emerging Technologies (NET) and the 
Unified Payments Interface (UPI), for effective anti-corruption measures. (Thommandru & 
Maratovich, 2024).
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